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‘Know Your Customer (KYC),
Anti Money Laundering (AML),

Combating Financing Terrorism (CFT) o
& | %”w? :
Maintenance of Deposit Accounts” Policy e NG
y, /”

The ‘Know Your Customer (KYC), Anti Money Laundering (AML), Combating Financing
Terrotism (CFT) & Maintenance of Deposit Accounts” Policy of the bank _ thi*ogue has been
reviewed in accordance with the RBI Directives on Know Your Customer ( % Master Direction
DBR.AML.BC.No.81/14.01.001/2015-16 dated February 25, 2016 updgep; "November 6, 2024
and Circular No.DOR.AML.REC.31/14.01.001/ 2025-26 dated June 12;%%)% recommended by the
Inspection and Audit Compliance Sub-Committee and approved by%fng'oM/Board in its meeting
held on 20.06.2025/27.06.2025 vide Resolution No.A.1(g)(iii) as }lgdg:r
e Yoo
1. Objectives @ gy
Y
¥, Y
The Objective of KYC guidelines is to preven,ﬂtjjt}\;jg”%ank from being used, intentionally or
unintentionally, by criminal elements for mongy #daundering activities. Bank is required to
follow certain customer identification procétures while undertaking a transaction either by
establishing an account-based relationsh'p.&Wotherwise and monitor their transactions. Bank
shall take steps to implement the prg%@ﬁs of the aforementioned Act and Rules, including
operational instructions issued in pursuance’of such amendment(s). It will also enable the bank
to know our customers and their fifiancial dealings better, which in turn will help the bank to
manage its risks prudently,sT h{éyKYC Policy has been framed to develop a strong mechanism
for achieving the followilgg obj é@"f’fves
‘%fgﬁj
i. To prevent Bank ffom being used intentionally or unintentionally, by ctiminal elements for
Money Laund rﬁ{g?%r Terrorist Financing activities. KYC procedures also enable the Bank
to know/undesstand their customers and their financial dealings better, which in turn helps it

to manage:{ fesassociated risks prudently.
A%
v
ii. ng the Bank to comply with all the legal and regulatory obligations in respect of
KY€ norms/AML standards /CFT measures/Bank’s Obligation under PMLA, 2002 and to

S cooperate with various government bodies dealing with related issues.
Fal

S,

F ’%;%ﬁh The purpose of KYC policy is to put in place customer identification procedures for
/%, 7 opening of accounts and monitoring transactions in the accounts for detection of
transactions of suspicious nature for the purpose of reporting to Financial Intelligence Unit-
India [FIU-IND] in terms of the recommendations made by Financial Action Task Force
(FATF) and the paper issued on Customer Due Diligence (CDD) for banks by the Basel
Committee on Banking Supervision (BCBS) on AML standards and on CFT measures.

iv. For this Policy, the term ‘Money Laundering’ would also cover financial transactions where
the end-use of funds is for financing terrorism, irrespective of the source of funds.




2. Scope and applicability

Scope and applicability of KYC Policy of the Bank

All branches of the Bank shall take all necessary steps to implement this KYC policy and
provisions of Prevention of Money-Laundering Act, 2002 and the Prevention of Money-
Laundering (Maintenance of Records) Rules, 2005, as amended from time to time, including
operational instructions issued in pursuance of such amendment(s). The provisions of KYC Policy
guidelines shall apply to all the branches of the Bank.

Ay

Bank’s policy framework shall seek to ensure compliance with PML Act/Rules, incfu g
regulatory instructions in this regard and should provide a bulwark against threats, ans%g? rom
money laundering, terrorist financing, proliferation financing and other related'%gsk : While
ensuring compliance of the legal/regulatory requirements as above, it shall also be cofiSidered to
adopt best international practices taking into account the FATF standards ﬁﬁgﬁg@TF guidance

notes, for managing risks better. L ?ﬁf
A. Policy contents o, g?%%g
i. The KYC Policy includes following key elements : *%;& 7
"
a) customer acceptance policy o7y
7 e

(a) Bank’s Customer Acceptance Policy (CAP) laf%gﬁ% the guidelines for acceptance of
customers. It is to be ensured as under: - ¥ %

(i) No account is opened in anonymous or ﬁeﬁﬁg% / benami name.

(i) No account is opened where the Ba;ka;;ss”wﬁnable to apply appropriate Customer Due
Diligence (CDD) measures, either;’ « *to non-cooperation of the customer or non-

reliability of the documents / ing,a’i‘ﬁ}ﬁ%en furnished by the customer.

(iii) No transaction or account based*relationship is undertaken without following the CDD
procedure. B0 7

(iv) The mandatory informa ioh sought for KYC purpose while opening an account and
during the periodic*updation, is specified.

(v) Additional infon‘%atiog,' where such information requirement has not been specified in
KYC Policy of theé:Bénk, is obtained with the explicit consent of the customer.

(vi) The CDD pr6eedure is to be applied at the Unique Customer Identification Card level.
Thus, if aﬁi@é}éiéting KYC compliant customer of Bank desires to open another account
with thﬂ%gﬁ’é Bank, there shall be no need for a fresh CDD exercise.

(vii) C%,%lj&écedure is followed for all the joint account holders, while opening a joint
unt.

. peg
Cﬁiﬁ?@jﬂumstances in which, a customer is permitted to act on behalf of another person/
&;ﬁénﬁty, are clearly spelt out.
éz}ix) No account is opened where identity of the customer matches with any person or entity,
fa, f“&%f whose name appears in the sanctions lists indicated in Chapter IX of the Master
p L% Direction of RBI last updated upto 04.05.2023.
€ %‘%& (x) Where Permanent Account Number (PAN) is obtained, the same shall be verified from
g the verification facility of the issuing authority.

Where Goods & Services Tax (GST) details are available, the GST number shall be

verified from the search/ verification facility of the issuing authority.
C. It is to be ensured that the Customer Acceptance Policy shall not result in denial of banking /
financial facility to members of the general public, especially those, who are financially or
socially disadvantaged.




D. Where a suspicion of money laundering or terrorist financing, is formed and reasonably believed
that performing the CDD process will tip-off the customer, CDD process shall not be pursued,
instead it shall be reported to Head Office for onward submission of STR to FIU —IND.

3. Definitions

In these Directions, unless the context otherwise requires, the terms herein shall bear the meanings
assigned to them below:

A. Terms bearing meaning assigned in terms of Prevention of Money-Laundering Act, 2002 At
Prevention of Money-Laundering (Maintenance of Records) Rules, 2005: "

§"%x‘}

i. Aadhaar number", as defined under sub-section (a) of section 2 of the Aadha %geted
Delivery of Financial and Other Subsidies, Benefits and Services) Act, 2016 f 2016),
henceforth ‘The Aadhaar Act’, means an identification number issued:, to'an individual by
Unique Identification Authority of India (UIDAI) on receipt ofthe dem&g ic information
and biometric information as per the provisions of the Aadhaar (%gr@éted Delivery of
Financial and Other Subsidies, Benefits and Services) Act, 2016 & f”*

ii. “Act” and “Rules” means the Prevention of Money-L ﬁemng Act, 2002 and the
Prevention of Money-Laundering (Maintenance of Record§) les, 2005, respectively and
amendments thereto.

4 ’5@4’4’”
& f§~ ’é
iii.“Authentication”, as defined under sub-section (p)@g section 2 of the Aadhaar Act, means
the process by whlch the Aadhaar number along, ith’ demographlc information or biometric
information of an individual is submitted to the tral Identities Data Repository (CIDR) for
its verification and such Repository ver1ﬁ%§%the correctness, or the lack thereof, on the basis
of information available with it; %%&;

iv. neficial i,%g‘*

a) Where the customer is a co %any, the beneficial owner is the natural person(s), who,
whether acting alone_or tﬁgether or through one or more juridical persons, has/have a
controlling ownership 1nférest or who exercise control through other means.

Explanation- For thg purpose of this sub-clause-

)] “Mﬂﬁ%ﬂﬂmﬁm means ownership of/entitlement to more than 10

per cen;ﬁéﬁ,tﬁe shares or capital or profits of the company.

~‘:~z¢

” shall include the right to appoint majority of the directors or to control the

4 & management or policy decisions including by virtue of their shareholding or

% ‘Management rights or shareholders agreements or voting agreements.
o

,,‘\W,

fff”
y“};;%&v%gé Where the customer is a partnership firm, the beneficial owner is the natural
person(s), who, whether acting alone or together, or through one or more juridical person,
has/have ownership of/entitlement to more than 10 per cent of capital or profits of the
partnership or who exercises control through other means.

Explanation - For the purpose of this sub-clause, “control” shall include the right to
control the management or policy decision.

¢) Where the customer is an unincorporated association or body of individuals, the
beneficial owner is the natural person(s), who, whether acting alone or together, or
through one or more juridical person, has/have ownershlp of/efititlement to more than




15 per cent of the property or capital or profits of the unincorporated association or
body of individuals.

Explanation: Term ‘body of individuals’ includes societies. Where no natural person is
identified under (a), (b) or (c) above, the beneficial owner is the relevant natural person
who holds the position of senior managing official.

d) Where the customer is a trust, the identification of beneficial owner(s) shall include
identification of the author of the trust, the trustee, the beneficiaries with 10% or/ore_
interest in the trust and any other natural person exercising ultimate effective cong:oﬁ o%r

the trust through a chain of control or ownership. ’ %ﬂf”

3
v. “Certified Copy” - Obtaining a certified copy by the Bank shall mean compaﬁ%”ﬁe copy
of the proof of possession of Aadhaar number where offline veriﬁcatioﬁ%g%%ot be carried
out or officially valid document so produced by the customer with the and recording
the same on the copy by the authorised officer of the Bank as per them %\aslons contained in
the Act. H&g

vi.“Central KYC Records Registry” (CKYCR) means an entit:%ﬁhed under Rule 2(1) of the

Rules, to receive, store, safeguard and retrieve the KYC re%ids in digital form of a customer.

ii. “Designated Director" means a person demgnated%by ;T%he bank who holds the position of
senior management or equivalent designated as %\w@emgnated Director’ to ensure overall
compliance with the obligations imposed u.g,de@‘ehapter IV of the PML Act and the Rules
and shall include:- o

(i) a person who holds the position gfienior management or equivalent designated as a
"Designated Director’ in respect 0 th Bank

viii. “Digital KYC” means the capig;;ng ﬁlve photo of the customer and officially valid
document or the proof of possession of Aadhaar, where offline verification cannot be carried
out, along with the latlty&e %longltude of the location where such live photo is being taken
by an authorised ofﬁcq%@ of the bank as per the provisions contained in the Act.

v&w‘
ix. “Digital Signature

hall have the same meaning as assigned to it in clause (p) of subsection
(1) of section (2);0fif] i¢ Information Technology Act, 2000 (21 of 2000).

X. “EJuivalthafqﬂﬁbcument” means an electronic equivalent of a document, issued by the
issuing m%@ffty of such document with its valid digital signature including documents
issued; f@% e digital locker account of the customer as per rule 9 of the Information
Tec 1016gy (Preservation and Retention of Information by Intermediaries Providing Digital
%ocke‘r Facilities) Rules, 2016.

%/% %éroup" - The term “group" shall have the same meaning assigned to it in clause (e) of
% sub-section (9) of section 286 of the Income-tax Act,1961 (43 of 1961).

L
&’%
B 3 i 13

xii. “Kn r Client (KYC) Identifier” means the unique number or code assigned to a
customer by the Central KYC Records Registry.

xiii. “Non-profit organisations” Non-profit organisations” (NPO) means any entity or
organisation, constituted for religious or charitable purposes referred to in clause (15) of
section 2 of the Income-tax Act, 1961 (43 of 1961), that is registered as a trust or a society
under the Societies Registration Act, 1860 or any similar State legislation or.a company
registered under Section 8 of the Companies Act, 2013 (18 of 2013). -




xiv. “Officially Valid Document” (OVD) means the passport, the driving licence, the Voter's
Identity Card issued by the Election Commission of India, job card issued by NREGA duly

signed by an officer of the State Government, letter issued by the National Population
Register containing details of name and address.

Provided that,

a) where the customer submits his proof of possession of Aadhaar number as an OVD, 1e may
submit it in such form as are issued by the Unique Identification Authority of India. uﬁ% ®

b) where the OVD furnished by the customer does not have updated address, the %&an
documents or the equivalent e-documents thereof shall be deemed tobe-QVD for the
limited purpose of proof of address:-

y
‘5

(ii) property or Municipal tax receipt;

(iii)pension or family pension payment orders (PPO; sued to retired employees by
Government Departments or Public Sector Undgrtak igs, if they contain the address;
(iv)letter of allotment of accommodation from e%g d‘yer issued by State Government or
Central Government Departments, sta or regulatory bodies, public sector
undertakings, scheduled commercial b@ﬁk ﬁnanmal institutions and listed companies
and leave and licence agreem;gfﬁ%x with such employers allotting official
accommodation;

c) the customer shall submit OVD wi
submitting the documents spemﬁ;edt

Yo
P R
th_current address within a period of three months of

,S

b’ above

d) where the OVD presented by ”é? foreign national does not contain the details of address, in
such case the documents i 1351,}]%8 by the Government departments of foreign jurisdictions and
letter issued by the %ﬁgjjgn Embassy or Mission in India shall be accepted as proof of
address.

Explanation: }gga’c purpose of this clause, a document shall be deemed to bean OVD
even if ther flange in the name subsequent to its issuance provided it is supported by
a marriag %%ﬁﬁcate issued by the State Government or Gazette notification, indicating
such a, ange of name.

&
P I

o ' ” shall have the same meaning as assigned to it in clause (pa) of section 2
of the ,Aadhaar (Targeted Delivery of Financial and Other Subsidies, Benefits and Services)
%‘t 2016 (18 0of 2016).
o~ %Person” has the same meaning assigned in the Act and includes:
{3 v " a) an individual,
4 b) a Hindu undivided family,
¢) a company,
d) a firm,
€) an association of persons or a body of individuals, whether incorporated or not,
f) every artificial juridical person, not falling within any one of the abovepersons (a to €), and
g) any agency, office or branch owned or controlled by any of the above persons(gtof).




xvii. “Principal Officer” means an officer nominated by the bank, responsible for furnishing
information as per rule 8 of the Rules.

xviii. “Suspicious transaction” means a “transaction” as defined below, including an attempted
transaction, whether or not made in cash, which, to a person acting in good faith,:

XiX.

a)

b)

c)
d)

gives rise to a reasonable ground of suspicion that it may involve proceeds of an offence
specified in the Schedule to the Act, regardless of the value involved; or

appears to be made in circumstances of unusual or unjustified complexity; or

appears to not have economic rationale or bona-fide purpose; or % &
gives rise to a reasonable ground of suspicion that it may involve financing of thez;@ct&mﬁes
relating to terrorism. N

Ay
Explanation: Transaction involving financing of the activities relating to terron Jmcludes
transaction involving funds suspected to be linked or related to;*gr to be used for
terrorism, terrorist acts or by a terrorist, terrorist organization or thosé?{ lio finance or are
attempting to finance terrorism. 4

A ‘Small Account' means a savings account which is opened 1n%e§ﬁs of sub-rule (5) of rule
9 of the PML Rules, 2005. Details of the operation of a sm

t and controls to be

exercised for such account are specified in Section 23. -~

(M)

(ii)

i)

A

(iv)

v)

“sub-rule (5) of rule 9 of the PML Rules, 2005. W

(5) Notwithstanding anything contained in sub-rule (4)25[and as an alternative
thereto, an individual who desires to open a small account in a banking company
may be allowed to open such an account on production of a self-attested
photograph and affixation of s1gnature or thumb print, as the case may be, on the
form for opening the account: £ 5
é””’*@ o
Provided that A,
the Manager/Officer of the branches, while opening the small account, certifies
under his signature that the person opening the account has affixed his signature
or thumb print, as the case may be, in his presence;

Provided that where the individual is a prisoner in a jail, the signature or thumb
print shall be affixed in presence of the officer in-charge of the jail and the said
officer shall certify the same under his signature and the account shall remain
operational on annual submission of certificate of proof of address issued by the
officer in-charge of the jail.

a small account shall be opened only at Core Banking Solution linked bank’s
branches or in a branch where it is possible to manually monitor and ensure that
foreign remittances are not credited to a small account and that the stipulated
limits on monthly and annual aggregate of transactions and balance in such
accounts are not breached, before a transaction is allowed to take place;

a small account shall remain operational initially for a period of twelve months,
and thereafter for a further period of twelve months if the holder of such an
account provides evidence before the bank of having applied for any of the
officially valid documents within twelve months of the opening of the said
account, with the entire relaxation provisions to be reviewed in respect of the said
account after twenty four months;

the small account shall be monitored and when there is suspicion of money
laundering or financing of terrorism or other high risk scenarios, the identity of
client shall be established as per the provisions of sub-rule (4)

forelgn remlttance shall not be allowed to be credited mto a small account unless




xx.  “Transaction” means a purchase, sale, loan, pledge, gift, transfer, delivery or the
arrangement thereof and includes:

a) opening of an account;

b) deposit, withdrawal, exchange or transfer of funds in whatever currency, whether in
cash or by cheque, payment order or other instruments or by electronic or other non-
physical means;

c) the use of a safety deposit box or any other form of safe deposit;

d) entering into any fiduciary relationship;

e) any payment made or received, in whole or in part, for any contractual d’ ’%er
legal obligation; or

f) establishing or creating a legal person or legal arrangement.

B. Terms bearmg meaning assigned in this Directions, unless the context otherwisg_ requ1res* 7 shall
bear the meanings assigned to them below: gy

i. “Common Reporting Standards” (CRS) means reporting standards si % implementation
of multilateral agreement signed to automatically exchange 1nformaﬁ%q sed on Article 6 of
the Convention on Mutual Administrative Assistance in Tax tt S, L

ii.  Correspondent Banking: Correspondent banking is the prov1516‘§;,«6f banking services by one
bank (the “correspondent bank™) to another bank (the “res 6ndent bank”). Respondent banks
may be provided with a wide range of services, 1nclud1g1 sash management (e.g., interest-
bearing accounts in a variety of currencies), mtemg;i‘éﬁal wire transfers, cheque clearing,
payable-through accounts and foreign exchange ségyl

iii. “Customer” means a person who is engaged i in %anmal transaction or activity with a bank
and includes a person on whose behalf &;,;) son who is engaged in the transaction or
activity, is acting. ;,,

iv. “Walk-in Customer” means a person h% does not have an account based relationship with
the bank, but undertakes transactlcg;ns‘;’*wl }ythe bank.

v. Customer Due Dlllgence (CDR)”%means identifying and verifying the customer and the
beneficial owner using re}xabl%%d independent sources of identification.

Explanatlon The CDD, at the time of commencement of an account-based relationship or
while carrying out occasiénal transaction of an amount equal to or exceeding rupees fifty
thousand, whether ¢6hducted as a single transaction or several transactions that appear to be
connected, or anyﬁé;nter‘fxatlonal money transfer operations, shall include:

@ Idenuﬂcaﬁ&nof the customer, verification of their identity using reliable and independent
sourc 1 entlﬁcatlon obtaining information on the purpose and intended nature of the
busfﬁ%s' telationship, where applicable;

A

(11) %’Qf‘fg reasonable steps to understand the nature of the customer's business, and its
ership and control;

R ﬁ&%@) Determining whether a customer is acting on behalf of a beneficial owner, and identifying
/% _.”‘ the beneficial owner and taking all steps to verify the identity of the beneficial owner,
using reliable and independent sources of identification

“Customer Due Diligence (CDD)” means identifying and verifying the customer and the

beneficial owner.
vii. “Customer identification” means undertaking the process of CDD.

viii. “FATCA” means Foreign Account Tax Compliance Act of the United States of America
(USA) which, inter alia, requires foreign financial institutions to report about financial
accounts held by U.S. taxpayers or foreign entities in which U.S. taxpayers hold 2 substantlal
ownership interest.




ix. “IGA” means Inter Governmental Agreement between the Governments of India and the
USA to improve international tax compliance and to implement FATCA of the USA.

x. “KYC Templates” means templates prepared to facilitate collating and reporting the KYC
data to the CKYCR, for individuals and legal entities.

xi. “Non-face-to-face customers” means customers who open accounts without visiting the
branch/offices of the bank or meeting the officials of bank.

xii. “On-going Due Diligence” means regular monitoring of transactions in accounts to :;éngurg
that those are consistent with bank knowledge about the customers, customers’ busé(gﬁ‘gsgQ Ahd
risk profile, the source of funds / wealth 4 "2
= \,{' "6’
xiii. Payable-through accounts: The term payable-through accounts refers to corfespondent
accounts that are used directly by third parties to transact business on thei?%gumbehalﬂ

P e
i " . A
xiv. “Periodi ion” means steps taken to ensure that documex}tgé:gﬁa or information
collected under the CDD process is kept up-to-date and reley%&y@ idertaking reviews of

existing records at periodicity prescribed by the Reserve Barik, / fﬁ%‘

xv.“ Politically Exposed Persons” (PEPs) “Politically Exposed, Persons” (PEPs) are individuals
who are or have been entrusted with prominent publi%j g;inctions by a foreign country,
including the Heads of States/Governments, seniompwli;jgiéfns, senior government or judicial
or military officers, senior executives of state-o%‘f&% _corporations and important political

,

party officials.” 0
& g
%
xvi. “Bank” means Qf‘%/

The Janata Co-operative Bank Ltd. an%,‘ig;ﬁ;;};ﬁahches/ofﬁces

xvii. Wire transfer” related definitionss,
a) Batch transfer : Batch transfer, §s-a transfer comprised of a number of individual wire
transfers that are being sent to:the same financial institutions but may/may not be ultimately
intended for different persSonss..”

i j
b) Beneficiary: Beneﬁci%ﬁywé‘fers to a natural or legal person or legal arrangement who / which
is identified by thm/ginator as the receiver of the requested wire transfer.
g NI

¢) Beneficiary y]iag%ké : It refers to a financial institution, regulated by the RBI, which receives
the wire tr "s@?fmm the ordering financial institution directly or through an intermediary
Bank and’«:i;z%(es the funds available to the beneficiary.

d) C%@f *Gﬁx’yment: Cover Payment refers to a wire transfer that combines a payment message
sent ﬁirectly by the ordering financial institution to the beneficiary financial institution with
g}g}: routing of the funding instruction (the cover) from the ordering financial institution to the

: , eneficiary financial institution through one or more intermediary financial institutions.

A
«i/é%%f e) Cross-border wire transfer: Cross-border wire transfer refers to any wire transfer where the
ordering financial institution and beneficiary financial institution are located in different
countries. This term also refers to any chain of wire transfer in which at least one of the
financial institutions involved is located in a different country.

f) Domestic wire transfer: Domestic wire transfer refers to any wire transfer where the
ordering financial institution and beneficiary financial institution are located in India. This
term, therefore, refers to any chain of wire transfer that takes place entirely within the borders
of India, even though the system used to transfer the payment message be located in
another country.




g) Financial Institution: In the context of wire-transfer instructions, the term ‘Financial
Institution’ shall have the same meaning as has been ascribed to it in the FATF
Recommendations, as revised from time to time.

h) Intermediary Bank: Intermediary Bank refers to a financial institution or any other entity,
regulated by the RBI which handles an intermediary element of the wire transfer, in a serial or
cover payment chain and that receives and transmits a wire transfer on behalf of the ordering
financial institution and the beneficiary financial institution, or another intermediary ﬁnancial

1nstitution. f %

i) Ordering Bank: Ordermg Bank refers to the financial institution, regulated by 5&39%1
which initiates the wire transfer and transfers the funds upon receiving the reqtis;gt fq;‘ a wire
transfer on behalf of the originator.

j) Originator: Originator refers to the account holder who allows the mre%gia?ﬂsfer from that
account, or where there is no account, the natural or legal person that plg{&e he order with the
ordering financial institution to perform the wire transfer. & i?%i‘?’

k) Serial Payment: Serial Payment refers to a direct sequential 8E q payment where the wire
transfer and accompanying payment message travel together from the ordering financial
institution to the beneficiary financial institution d1rect1y o%’ough one or more intermediary
financial institutions (e.g., correspondent banks). ae

@ gy
1) Straight-through Processing: Straight-through ggrsk&gssmg refers to payment transactions

that are conducted electronically without the needg‘q anual intervention.
’f{’ .r‘ y

m) Unique transaction reference number: . Utiigue transaction reference number refers to a
combination of letters, numbers or symb: " ols ﬁ?determmed by the payment service prov1der in
accordance with the protocols of the%g@jment and settlement system or messaging system
used for the wire transfer. % Y

n) Wire transfer: Wire transfers ers to any transaction carried out on behalf of an originator
through a financial 1nsu*tﬁﬁotgchy electronic means with a view to making an amount of funds
available to a beneﬁcfary at a beneficiary financial institution, irrespective of whether the
originator and the bene%@lﬁry are the same person.

C. All other expression uﬁfms defined herein shall have the same meaning as have been assigned
to them under the, ﬁzg,klng Regulation Act or the Reserve Bank of India Act, or the Prevention

of Money Layr dgﬁng Act and Prevention of Money Laundering (Maintenance of Records)
Rules, any statutory modification or re-enactment thereto or as used in commercial parlance, as

4. Know yur Customer Policy

a) Customer Acceptance Policy;

b) Risk Management;

¢) Customer Identification Procedures (CIP); and
d) Monitoring of Transactions

%%Ffle KYC policy shall include following four key elements:

S. Money Laundering and Terrorist Financing Risk Assessment by Bank:

i. Bank shall carry out ‘Money Laundering (ML) and Terrorist Financing (TF) Risk
Assessment’ exercise periodically to identify, assess and take effective measures to mitigate
its money laundering and terrorist financing risk for clients, countries or geographic areas,
products, services, transactions or delivery channels, etc.




6.

ii. The assessment process should consider all the relevant risk factors before determining the
level of overall risk and the appropriate level and type of mitigation to be applied. While
preparing the internal risk assessment, Bank shall take cognizance of the overall sector-
specific vulnerabilities, if any, that the regulator/supervisor may share with banks from time
to time.

iii. The risk assessment by the bank shall be properly documented and be proportionate to the
nature, size, geographical presence, complexity of activities/ structure, etc. of the bank.
Further, the periodicity of risk assessment exercise shall be determined by the Board ,of the
bank, in alignment with the outcome of the risk assessment exercise. However, it sh%u‘ d%pe

reviewed at least annually. i B

&

iv. The outcome of the exercise shall be put up to the Board or any committee df%ﬁoard to
which power in this regard has been delegated, and should be avai,»j(gb}e to“ competent
authorities and self-regulating bodies. o

v. Banks shall apply a Risk Based Approach (RBA) for mitigation, A&%&a‘nagement of the

identified risk and should have Board approved policies, ¢ r%%j} hd procedures in this
regard. Further, Banks shall monitor the implementation of tégo? ols and enhance them if
necessary. s il

Designated Director: 4 L)

oyl
The Managing Director/Chief Executive Officer ‘the Janata Co-operative Bank Ltd. is
nominated as “designated Director”, as required undeg,provisions of the Prevention of Money
Laundering (Maintenance of Records) Rules, ZGWiRules),' to ensure compliance with the
obligations under the Act and Rules. The p@fﬁbﬁ,f designation and address of the Designated
Director shall be communicated to the FIUXIND & Reserve Bank of India. In no case, the
Principal Officer shall be nominated as th@@signated Director'.

Principal Officer: Ht

The Manager at Head Office of tﬁ%ﬁk is designated as Principal Officer (PO). The PO should
be independent and report grectf%tﬁ the senior management or to the Board of Directors. The PO
shall be responsible for e &g@ng compliance, monitoring transactions, and sharing and reporting
information as requir%d under the law/regulations. The name, designation and address of the
Principal Officer may t g@ ommunicated to the FIU-IND & Reserve Bank of India.

In the absence offt@é%anager Head Office the Assistant Manager at Head Office shall act a
principal Off%f:@iﬁﬁd will be responsible for monitoring and reporting all the transactions as

ti 4
men 12@6% Y
A. Apf)az%ltment of Principal Officer
@e Manager at the Head Office will act as Principal Officer and shall be responsible for

‘,&1& " monitoring and reporting of all transactions and sharing of information as required under the

{‘%]

4,

%" law. He/she will maintain close liaison with the enforcement agencies, banks and any other

institution, which are involved in the fight against money laundering and combating
financing of terrorism.
Duties of the Principal Officer will be as follows :-

i. Over all monitoring of the implementation of Banks KYC/AML/CFTpolicy.

ii. Monitoring and reporting of transaction and sharing of information asrequired under
the law. ‘
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iii. Interaction with Branch Manager for ensuring full compliance with the policy.

iv. Timely submission of Cash Transaction Reports (CTRs). SuspiciousTransaction Reports
(STRs). Counterfeit Currency Reports (CCRs) and other related reports/returns to FIU-
IND.

v. Maintaining liaison with the law enforcing agencies, in fight against money laundering
and combating financing of terrorism.

vi. Ensuring submission of periodical report to top management/Board.

vii. Prompt reporting of information regarding suspicious transactions to the law en%gg
authority concerned in consultation with Principal Officein Head Office

B. Duties Responsibilities and accountability %@y

The chain of duties and responsibilities at branches/controlling ofﬁ ; %hd accountability are
as under and non-compliance of the duties and responsibilities arisifig &t of KYC guidelines
will lead to fixation of accountability. Dereliction of duty mﬁ%(ﬁdance of knowledge will
lead to examination of staff accountability. B
Officer in Charge of accounts/ Officer vested with the aut}%gﬁtv to open new accounts:

To interview the potential customer %%

¢
i. To verify the introductory reference/ cu t‘bn“i?% profile

ii. To arrive at there should limits fo& Q&gch account (new as well as existing) and to
exercise due diligence in 1dent1fyug%% uspicious transactions.

iii. To ensure against opening of m in the names of terrorist/banned organizations

iv. To adhere to the p;@vi%wn% of Foreign Contribution Regulatory Act. 1976

v. To comply with the guidehnes issued by the bank from time inrespect of opening and
conduct of acc ount &

8. Compliance of %ﬁﬁflicy
i) bank shall %%3%1%4 comphance with KYC Policy through:
@y g as to who constitute ‘Senior Management’ for the purpose of KYC
6mpliance.

Allocatlon of responsibility for effective implementation of policies and procedures.

&z’%(;%) Independent evaluation of the compliance functions of bank policies and procedures,
including legal and regulatory requirements.

d) Concurrent/internal audit system to verify the compliance with KYC/AML policies and
procedures.

€) Submission of quarterly audit notes and compliance to the Audit Committee.

ii. bank shall ensure that decision-making functions of determining compliance w1th KYC norms
are not outsourced.
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9. Customer Acceptance Policy

A. Without prejudice to the generality of the aspect that Customer Acceptance Policy may
contain, bank shall ensure that :

ks

ii.

ii.

iv.

Vi.

vii.

viii.

ix.

xi.

No account is opened in anonymous or fictitious/benami name.

No account is opened where the bank is unable to apply appropriate CDD measures,
either due to non-cooperation of the customer or non-reliability of the
documents/information furnished by the customer. The Bank shall consider filing an*§TR,
if necessary, when it is unable to comply with the relevant CDD measures in r a@o f:to
the customer. G W

No transaction or account based relationship is undertaken without follp@%&e CDD

procedure. %}}:
The mandatory information to be sought for KYC purpose while og;ewﬁﬁ} ¥ an account and
during the periodic updation, is specified. g-*?%%‘

Additional information, where such information requirem: ﬁgﬁ %ot been specified in the

internal KYC Policy of the Bank, is obtained with the explicfﬁ;;_@ nsent of the customer.
.«”%} y .

Bank shall apply the CDD procedure at the UCIE flgyel. Thus, if an existing KYC

compliant customer of a bank desires to open another:account or avail any other product

or service from the same bank, there shall be %”f’i@ed for a fresh CDD exercise as far as

identification of the customer is concerned gﬁ, %w '

CDD Procedure is followed for all th@%g%t account holders, while opening a joint
account. (737

sy, ol
F

Circumstances in which, a custg%%é‘: permitted to act on behalf of another person/entity,
{ ':: \6&/‘

is clearly spelt out. fy i g
Suitable system is put i eﬁi@ée to ensure that the identity of the customer does not match
with any person orz€ntityywhose name appears in the sanctions lists indicated in Chapter

IX of this MD.

Where Perrpagé;n%Account Number (PAN) is obtained, the same shall be verified from
the veﬂﬁcaﬁ%ﬁf&cility of the issuing authority.

Where,.; ;;g, uivalent e-document is obtained from the customer, bank shall verify the
digité{}%% nature as per the provisions of the Information Technology Act, 2000 (21 of

(201‘)% ¥

Xii.

%

Vhere Goods and Services Tax (GST) details are available, the GST number shall be
verified from the search/verification facility of the issuing authority.

’ A%stomer Acceptance Policy shall not result in denial of banking/financial facility to members of
“the general public, especially those, who are financially or socially disadvantaged.

10.A Where Bank forms a suspicion of money laundering or terrorist financing, and it reasonably
believes that performing the CDD process will tip-off the customer, it shall not pursue the CDD
process, and instead file an STR with FIU-IND.
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11. Risk Management

A. For

i.

i

i

i

B.

Risk Management, bank shall have a risk based approach which includes the following.

Customers shall be categorised as low, medium and high risk category, based on the
assessment and risk perception of the bank.

i. Broad principles may be laid down by the Bank for risk-categorisation of customers.

ii. Risk categorisation shall be undertaken based on parameters such as customer’s iden
social/financial status, nature of business activity, and information about the cust%i%%s
business and their location, geographical risk covering customers as well as tr %ﬂﬁns,
type of products/services offered, delivery channel used for delivery of pro uc??/%ér\rlces
types of transaction undertaken — cash, cheque/monetary instruments, wire trai ﬁe’fs forex
transactions, etc. While considering customer’s identity, the ability 4o «confirm identity
documents through online or other services offered by issuing aut(goﬁﬁﬁf may also be

factored in. g»
v. The risk categorisation of a customer and the specific reasons"*fgé categorisation shall
be kept confidential and shall not be revealed to the cus'%xﬁ to avoid tipping off the

customer

Provided that various other information collected fr M‘fferent categories of customers
relating to the perceived risk, is non-mtruswe?*arﬁl% he same is specified in the KYC

policy. @ A g

Explanation: FATF Public Statement, the %ﬁ@“ﬁ and guidance notes on KYC/AML issued
by the Indian Banks Association (IBA, idance note circulated to all cooperative banks
by the RBI etc., may also be used i sessment.

Having formulated an effective «’Ifﬁ@ programme it is essential to ensure its proper
implementation and also ensuri % at Bank’s policies and procedures are implemented
effectively. The Branch Man&gers will implement the instructions conveyed to them by head
office from time to tipie: The nature and extent of due diligence will depend on the risk
perceived by Brancgw}he Principal Officer at Head Office will ensure proper
implementation in branches under their control.

Branches shag &%rcpare a profile for each new customer based on risk categorisation. The
customer pfofil€ should contain information relating tocustomer’s identity, social/financial
status, n ef of business activity, information about the clients’ business and their location
etc... fure and extent of due diligence will depend on the risk perceived by the bank.

%ﬁ@n%ﬁes should categorise their customers into low, medium and high risk category based
orrtheir assessment and risk perception of the customers, identifying transactions that fall

% 4 outside the regular pattern of activity and not merely based on any group or class they
belong to. The branches are advisedto ensure that the policies are complied meticulously.
The nature and extent of due diligence, may be based on the following principles:

Customers that are categorized as medium or high risk etc. Manger may apply enhanced
due diligence measures based on the risk assessment, thereby requiring intensive ‘due
diligence’ for higher risk customers, especially those for whom the sources of funds are not
clear.

For the purpose of customers profile of individual accounts holders the followmg
information shall be collected at the time of opening of Account (alreg
the account opening form) Mandatory information :-
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a) Occupation

b) Source of funds

¢) Monthly income

d) Annual Turnover

e) Date of Birth

f) Dealing with other Banks
) Existing Credit facilities

Optional information for better customer relationship (already incorporated in aeg%unt
opening form)

a) Marital status ¢ e
b) Educational Qualification %y}
¢) Educational qualification of spouse o £ :
d) Information regarding Children mﬁs‘%éwf’f
e) Ownership of car/two wheeler house etc. ,ugj%:gx
f) Having credit card e,
g) Having insurance policy ' %}M@ ot
A%
Low Risk ¥

Individuals (other than High Net Worth) and ent1ti§"§5®‘€vhose identity and source of
income, can be easily identified, and custonf whose accounts the transactions
conform to the known profile, may be categonﬁé%ﬂ low risk.

a) Salaried employees é@; W
b) People belonging to lower econo%s%fata of the society whose accountsshoe small
balances and low turn over.
¢) Accounts of members/membeﬁ&@()peratwe societies
d) Reputed persons of the areﬁgéa ef information available in public.
e) Small businessmen/r i traders of the area with turn over belowRs.10.00 Lacs
per month. P @
f) Small/margmal%ggeg ifarmers who are native of the area.
ot
Medium Risk ;"%

Customers,. %il@; are likely to pose a higher than average risk should be categorised as
medium,risk.

fgﬁ‘s CharitiessNGO’s not receiving donations
4 messmen/retall traders of the area with turn over of above Rs.10.00Lacs per
: month.

«jﬁ?'}c) Accounts with frequent transactions in the form of issue/collection of cheque DD
&@%i*mﬁg etc.

d) Client accounts opened by a professional intermediary on behalf of aclient
e) Any other account as may be perceived risky by the Manager.

High Risk

High risk depending on the background, nature and location of activity, country of origin,
sources of funds, customer profile, etc. Customers requiring very high level of monitoring,
e.g., those involved in cash intensive business, Politically Exposed Persons (PEPs) of
foreign origin, may, if considered necessary, be categorised as high risk.
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12.

%3%

a) Non-resident customers

b) High net worth individuals

¢) Trusts/Charities/NGO’s and other organizations receiving donations.

d) Companies having close family share holding or beneficial ownership.

e) Firms with sleeping partners.

f) Politically exposed persons (PEP).

g) Those with dubious reputation as per public information available.

h) Accounts of non-face to face customers.

i) Any other account as may be perceived to be highly risky by themanager. ’f%

5 Y
4 ;M

Customer identification means undertaking client due diligence measures while ot eficing an

account-based relationship including identifying and verifying the customer a,pd the beneficial

owner on the basis of one of the OVDs. Banks need to obtain sufficiégt«information to

establish, to their satisfaction, the identity of each new customer, whethegsgﬁ?;?far or occasional,

and the purpose of the intendednature of the banking relationship must be able to

satisfy the competent authorities that due diligence was obsew@@}%i]ﬁéon the risk profile of

the customer in compliance with the extant guidelines in placé%z.Su risk-based approach is

considered necessary to avoid disproportionate cost to the bapk id a burdensome regime for

the customers. 4 S

A. Bank shall undertake identification of customers it

i. Commencement of an account-based relationﬁgﬁp%

&

;\‘ﬁ&‘

Customer Identification Procedure (CIP) :

tﬁ‘é"followmg cases:
th the customer.

ii. Carrying out any international money tr; isfef operations for a person who is not an
arrying ¥ Ier op

account holder of the Bank. o S
iii. When there is a doubt about the aﬂﬂé?ﬁlclty or adequacy of the customer identification
data it has obtained. ,a.% Sy

iv. Selling third party products as fagents selhng their own products, payment of dues of credit
cards/sale and rcloadlng fop%epald/travel cards and any other product for more than rupees

fifty thousand. ﬁf” %»f

v. Carrying out transa%;ignﬁ for a non-account-based customer, that is a walk-in customer,
where the amount involved is equal to or exceeds rupees fifty thousand, whether
conducted a%% %%p@le transaction or several transactions that appear to be connected.

vi. When a Q%t;k has reason to believe that a customer (account- based or walk-in) is
intent ﬁaﬂf structuring a transaction into a series of transactions below the threshold of
y thousand.
%mk shall ensure that introduction is not to be sought while opening accounts.
«‘571/

B For the purpose of verifying the identity of customers at the time of commencement of an
account-based relationship, Bank, may rely on customer due diligence done by a third party,
subject to the following conditions:

i. Records or the information of the customer due diligence carried out by the third party is
obtained immediately from the third party or from the Central KYC Records Registry.

ii. Adequate steps are taken by Bank to satisfy themselves that copies of identification data
and other relevant documentation relating to the customer due diligence requirements
shall be made available from the third party upon request without delay.

iii. The third party is regulated, supervised or monitored for, and has measures in place for,
compliance with customer due diligence and record-keeping requ1rements in Jin¢ with the
requirements and obligations under the PML Act. \ gp N
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iv. The third party shall not be based in a country or jurisdiction assessed as high risk.

v. The ultimate responsibility for customer due diligence and undertaking enhanced due
diligence measures, as applicable, will be with the Bank.

13 Customer Due Diligence (CDD) Procedure

Customer Due Diligence (CDD) Procedure in case of Individuals

For undertaking CDD, Bank shall obtain the following from an individual while establishing
an account-based relationship or while dealing with the individual who is a beneficial gWher,

authorised signatory or the power of attorney holder related to any legal entity: ) ,@%%@&
N
A. The Aadhaar number where, ’ ’%&X
i. he is desirous of receiving any benefit or subsidy under any scheme ndti d under section
7 of the Aadhaar (Targeted Delivery of Financial and Other subsz , Benefits and
Services) Act, 2016 (18 of 2016); or f% “%ae

ii. he decides to submit his Aadhaar number voluntarily to a bankée %ﬂ; Bank notified under

first proviso to sub-section (1) of section 11A of the PML A&t

(a) the proof of possession of Aadhaar number where offline ﬁ.g?ﬁﬁcation can be carried out; or
*‘c
(b) the proof of possession of Aadhaar number wher % ine verification cannot be carried out
or any OVD or the equivalent e-document the?, gontaining the details of his identity and
address; or : %/ s
*%

(c) the KYC Identifier with an explicit cons%;mp download records from CKYCR; and

B. the Permanent Account Number g %@%@qulvalent e-document thereof or Form No. 60 as
defined in Income-tax Rules, 196;, and

C. one recent photograph .. %"?

D. such other documents lgdmg in respect of the nature of business and financial status of the
customer, or the eq%valent e-documents thereof as may be required by the Bank.

Provided that wlfenc %he customer has submitted,

i. Aadhag ﬁﬁfber under clause (a) above to a bank or to a BANK notified under first

pro i$5:40"Sub-section (1) of section 11A of the PML Act, such bank or BANK shall carry

&@% entication of the customer’s Aadhaar number using e-KYC authentication facility

gvided by the Unique Identification Authority of India. Further, in such a case, if

m» clistomer wants to prov1de a current address, different from the address as per the identity

%.¢ information available in the Central Identities Data Repository, he may give a self-
*&%@% declaration to that effect to the Bank.

“% ii. proof of possession of Aadhaar under clause (aa) above where offline verification can be
carried out, the BANK shall carry out offline verification.

iili. an equlvalent e-document of any OVD, the BANK shall verify the digital signature as per
the provisions of the Information Technology Act, 2000 (21 of 2000) and any rules issues
thereunder and take a live photo as specified under Annex 1.
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iv. any OVD or proof of possession of Aadhaar number under clause (ab) above where offline
verification cannot be carried out, the BANK shall carry out verification through digital
KYC as specified under Annex 1.

v. KYC Identifier under clause A(c) above, the BANK shall retrieve the KYC records online
from the CKYCR in accordance with Section 56.

Provided that for a period not beyond such date as may be notified by the Government for a
class of bank, instead of carrying out d1g1tal KYC, the bank pertaining to such cl
obtain a certified copy of the proof of possession of Aadhaar number or the OVD an%(,a e nt

photograph where an equivalent e-document is not submitted. p %W

Provided further that in case e-KYC authentication cannot be performed for aﬁaﬁh{dividual
desirous of receiving any benefit or subsidy under any scheme notified undef section 7 of the
Aadhaar (Targeted Delivery of Financial and Other subsidies, Beneﬁ,‘, af!fax"Servwes) Act,
2016 owing to injury, illness or infirmity on account of old age or stivise, and similar
causes, BANKs shall, apart from obtaining the Aadhaar n form identification
preferably by carrying out offline verification or alternatively é‘mlng the certified copy
of any other OVD or the equivalent e-document thereof from th stomer CDD done in this
manner shall invariably be carried out by an official of the-Bank and such exception handling
shall also be a part of the concurrent audit as mandated ‘fnSection 8. Bank shall ensure to
duly record the cases of exception handling in a ce?ltrﬁhsed exception database. The database
shall contain the details of grounds of grantmgf»,px%puon customer details, name of the
designated official authorising the exception and}*@&“&tlonal details, if any. The database shall
be sub_]ected to periodic internal audltlnnspgftfnﬁ by the Bank and shall be available for
supervisory review. i

it
Explanation 1: Bank shall, where..j ?‘v&d‘qstomer submits a proof of possession of Aadhaar
Number containing Aadhaar Number, efisure that such customer redacts or blacks out his
Aadhaar number through ap _rppfiate means where the authentication of Aadhaar number is
not required as per prog}se (1) above.
Explanation 2: Blome%:;ﬁase(f e-KYC authentication can be done by bank official.

Explanation 3: T} %}&SC of Aadhaar, proof of possession of Aadhaar etc., shall be in
accordance with; adhaar (Targeted Delivery of Financial and Other Subsidies Benefits
and Serv1cesmfcf’~‘2016 and the regulations made there under.

2, ol
E. Face—tg ,twai%e mode for onboarding the customer

() tomer may be onboarded in face-to-face mode through Aadhaar biometric based e-

5 ﬁC authenticating and, in such case, if customer wants to provide a current address,

Q;é‘; different from the address as per the identity information available in the UIDAI database

%%%% (i.e., Central Identities Data Repository), he may give a self-declaration to that effect to
= the bank

(ii) Further, Digital KYC process is also allowed for customer onboarding.
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14. Accounts opened using OTP based e-KYC
Accounts opened using Aadhaar OTP based e-KYC, in non-face-to-face mode, are subject to the
following conditions:

i. There must be a specific consent from the customer for authentication through OTP.

ii. As a risk-mitigating measure for such accounts, Bank shall ensure that transaction alerts,
OTP, etc., are sent only to the mobile number of the customer registered with Aad
Bank shall have a board approved policy delineating a robust process of due dilige ﬂ@&«s‘ or

dealing with requests for change of mobile number in such accounts. ‘ %} h

iii. The aggregate balance of all the deposit accounts of the customer shall not ed rupees
one lakh. In case, the balance exceeds the threshold, the accourr%%g cease to be
operational, till CDD as mentioned at (vi) below is complete. ’J"*«%%’

‘,«.&;. .i.,.,
iv. The aggregate of all credits in a financial year, in all the cj;i?% ﬁﬁcounts taken together,

shall not exceed rupees two lakh.

.
v. As regards borrowal accounts, only term loans shall be,%saéc;;tioned. The aggregate amount of
term loans sanctioned shall not exceed rupees six z:ﬁkggf%lsand in a year.

vi. Accounts, both deposit and borrowal, opened uéing TP based e-KYC shall not be allowed
for more than one year unless 1dent1ﬁcatlog sai‘?er Section 16 or as per Section 18 (V-CIP)
is carried out. If Aadhaar details are use r Section 18, the process shall be followed
in its entirety including fresh Aadhaar qu P ‘Authentication.

vii. If the CDD procedure as menti "bove is not completed within a year, in respect of
deposit accounts, the same sha /closed immediately. In respect of borrowal accounts no
further debits shall be allgwe%

viii. A declaration shall be obtalned from the customer to the effect that no other account has
been opened nor wi *‘*‘be"apened using OTP based KYC in non-face-to-face mode with any
other Bank. F , while uploading KYC information to CKYCR, Bank shall clearly
indicate that %g% accounts are opened using OTP based e-KYC and other Bank shall not
open accouﬁl;@ ased on the KYC information of accounts opened with OTP based e-KYC
proce%ﬁ?%ﬁ“ non-face-to-face mode.

vl
viii. %& shall have strict monitoring procedures including systems to generate alerts in case
any non-compliance/violation, to ensure compliance with the above mentioned

%w conditions.
/g% 7 1x) Non-face-to-face (NFTF) modes for onboarding the customer

Consent-based onboarding of customer in NFTF mode may be done using Aadhaar OTP
based e-K'YC authentication which is subject to certain conditions. Further, such account
shall be placed under strict monitoring, and Customer Due Diligence (CDD) procedure
shall be completed within a year.
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1s. V-CIP
A. Bank may undertake V-CIP to carry out:

i. CDD in case of new customer on-boarding for individual customers, proprietor in case of
proprietorship firm, authorised signatories and Beneficial Owners (BOs) in case of Legal
Entity (LE) customers.

Provided that in case of CDD of a proprietorship firm, Bank shall also obta/ffi%he
equivalent e-document of the activity proofs with respect to the proprietorship, f'%gy as
mentioned in Section 28 and Section 29, apart from undertaking CDD of the@;op or.

ii. Conversion of existing accounts opened in non-face to face mode ysing Aa%}rlaar oTP
based e-KYC authentication as per Section 17. %’@

f

iii. Updation/Periodic updation of KYC for eligible customers.

B. Bank opting to undertake V-CIP, shall adhere to the follomng«kﬁyﬁum standards:
(a) V-CIP Infrastructure A s

i) The Bank should have complied with the Iﬁéydelines on minimum baseline cyber
security and resilience framework for bank, R%i}dated from time to time as well as other
general guidelines on IT risks. The tecl%%rl 'y infrastructure should be housed in own
premises of the Bank and the V-CIP ¢ on and interaction shall necessarily originate
from its own secured network domai technology related outsourcing for the process
should be compliant with rele:va}})}r Jfguldehnes Where cloud deployment model is used,
it shall be ensured that the omg?\' iprof data in such model rests with the Bank only and
all the data including video regording is transferred to the Bank exclusively owned / leased
server(s) including clqu se%er if any, 1mmed1ately after the V-CIP process is completed
and no data shall pe rez%ﬂ{ed by the cloud service provider or third-party technology
provider assisting t %\[&CIP of the Bank.

ii) The Bank shallensure end-to-end encryption of data between customer device and the
hosting pou?ffg%ofw*the V-CIP application, as per appropriate encryption standards. The
customer §§n§ent should be recorded in an auditable and alteration proof manner.

o5
iii) Theri(z@@lP infrastructure / application should be capable of preventing connection from
%&&esses outside India or from spoofed IP addresses.
1V

¢ video recordings should contain the live GPS co-ordinates (geo-tagging) of the
, customer undertaking the V-CIP and date-time stamp. The quality of the live video in the
f‘%w V-CIP shall be adequate to allow identification of the customer beyond doubt.

v) The application shall have components with face liveness / spoof detection as well as face
matching technology with high degree of accuracy, even though the ultimate responsibility
of any customer identification rests with the Bank. Appropriate artificial intelligence (AI)
technology can be used to ensure that the V-CIP is robust.

vi) Based on experience of detected / attempted / ‘near-miss’ cases of forged identity, the
technology infrastructure including application software as well as work flows shall be
regularly upgraded. Any detected case of forged identity through V-CIP shall be reported
as a cyber event under extant regulatory guidelines.
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vii)The V-CIP infrastructure shall undergo necessary tests such as Vulnerability Assessment,
Penetration testing and a Security Audit to ensure its robustness and end-to-end encryption
capabilities. Any critical gap reported under this process shall be mitigated before rolling
out its implementation. Such tests should be conducted by the empanelled auditors of
Indian Computer Emergency Response Team (CERT-In). Such tests should also be carried
out periodically in conformance to internal / regulatory guidelines.

viii) The V-CIP application software and relevant APIs / webservices shall also undergo
appropriate testing of functional, performance, maintenance strength before being used in
live environment. Only after closure of any critical gap found during such testsisthe
application should be rolled out. Such tests shall also be carried out perio(;isggél;lyf in
conformity with internal/ regulatory guidelines. e ,:*5‘&5

(b) V-CIP Procedure A %
_ . Y
i) Each Bank shall formulate a clear work flow and standard operating, '¥pggdme for V-CIP
and ensure adherence to it. The V-CIP process shall be operated only by officials of the
Bank specially trained for this purpose. The official shoulq%;éi A
1

Sapable to carry out liveness
check and detect any other fraudulent manipulation or susp §’ 5 conduct of the customer
and act upon it.

ii) Disruption of any sort including pausing of video, recg hecting calls, etc., should not result
in creation of multiple video files. If pause or disftiption is not leading to the creation of
multiple files, then there is no need to initiatega i’i;,esh session by the Bank. However, in
case of call drop / disconnection, fresh sesgigfg@%fl be initiated.

VNG

iii) The sequence and/or type of questiopgf?ig,cliiding those indicating the liveness of the
interaction, during video interactigns; shall be varied in order to establish that the
interactions are real-time and not pig-récorded.

iv) Any prompting observed at encg,;g ﬁ%tomer shall lead to rejection of the account opening
e
process.

ﬁ%;%'

v) The fact of the V-CIP %uéffmﬁer being an existing or new customer, or if it relates to a case
rejected earlier or if the/name appearing in some negative list should be factored in at
appropriate stag)wgﬁqf work-flow.

we 4 5?”

vi) The author},gé*aﬁ;@}ﬁcial of the Bank performing the V-CIP shall record audio-video as well
as capture/ photograph of the customer present for identification and obtain the
identificdtion information using any one of the following:

P a}fi@ based Aadhaar e-K'YC authentication
' L
b) Offline Verification of Aadhaar for identification

o A gf ¢) KYC records downloaded from CKYCR, in accordance with Section 56, using the
fﬁ%:% KYC identifier provided by the customer

{%%’ ’ d) Equivalent e-document of Officially Valid Documents (OVDs) including documents
issued through DigiLocker

Bank shall ensure to redact or blackout the Aadhaar number in terms of Section 16.

In case of offline verification of Aadhaar using XML file or Aadhaar Secure QR Code, it
shall be ensured that the XML file or QR code generation date is not older than three
working days from the date of carrying out V-CIP.

*
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Further, in line with the prescribed period of three days for usage of Aadhaar XML file /
Aadhaar QR code, Bank shall ensure that the video process of the V-CIP is undertaken
within three working days of downloading / obtaining the identification information through
CKYCR / Aadhaar authentication / equivalent e-document, if in the rare cases, the entire
process cannot be completed at one go or seamlessly. However, Banks shall ensure that no
incremental risk is added due to this.

vii) If the address of the customer is different from that indicated in the OVD, suitable records
of the current address shall be captured, as per the existing requirement. It shall be epsured
that the economic and financial profile/information submitted by the customer 1},{3@&;59
confirmed from the customer undertaking the V-CIP in a suitable manner. % %W

if) Bank shall capture a clear image of PAN card to be displayed by the customer du?f’ﬁg the
process, except in cases where e-PAN is provided by the customer. The PAN detajl§ shall be
verified from the database of the issuing authority including through Digi;L(féégr. ’

ix) Use of printed copy of equivalent e-document including e-PAN is no'; \*f’ﬁi%f%r the V-CIP.
x) The authorised official of the Bank shall ensure that photogg@, gio‘ﬁ« the customer in the

Aadhaar/OVD and PAN/e-PAN matches with the customerin ﬁx‘ng the V-CIP and the
identification details in Aadhaar/OVD and PAN/e-PAN shall miteh with the details provided
by the customer. gﬁ" "

Gt

xi) Assisted V-CIP shall be permissible when banks tak,e”holp of Business Correspondents (BCs)
facilitating the process only at the customer end. »rfBaﬁks shall maintain the details of the BC
assisting the customer, where services of BCg/‘gro cHitilized. The ultimate responsibility for
customer due diligence will be with the bankr

4‘4@;‘“ ‘%V
xii) All accounts opened through V-CIP st l.be made operational only after being subject to
concurrent audit, to ensure the mtegrl%o process and its acceptability of the outcome.

xiii) All matters not specified under ﬁewﬁaragraph but required under other statutes such as the
Information Technology (IT)»*Agf shall be appropriately complied with by the Bank.

# ’@f.«'»"
xiv) Customer onboardm%lﬁl/ng Video based Customer Identification Process (V-CIP)

a) V-CIP is %n@@omate method of CDD by an authorised official of the bank by
undertaki ﬁ%gﬁless, secure, live, informed and consent based audiovisual interaction

with the‘cti§tomer to obtain identification information required for CDD purpose.
fﬂ% et
b) Vzgé*g&/treated on par with face-to-face onboarding.

"'Qw *@- '
XV) A ban %ﬁhall make available the facility of updation of KYC for activation of inoperative
;“‘accounts and unclaimed deposits at all branches (including non-home branches). Further, a
o, shall endeavour to provide the facility of updation of KYC in such accounts and
#& %‘%{/% deposits through Video-Customer Identification Process (V-CIP).

(c) V-CIP Records and Data Management

i) The entire data and recordings of V-CIP shall be stored in a system / systems located in
India. Bank shall ensure that the video recording is stored in a safe and secure manner and
bears the date and time stamp that affords easy historical data search. The extant instructions
on record management, as stipulated in this MD, shall also be applicable for V-CIP,

ii) The activity log along with the credentials of the official performing the V-CIP shall be
preserved.
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(d) Small Accounts

Notwithstanding anything contained in Section 16 and as an alternative thereto, in case an
individual who desires to open a bank account, bank shall open a ‘Small Account’, which entails
the following limitations:

i. the aggregate of all credits in a financial year does not exceed rupees one lakh;
ii. the aggregate of all withdrawals and transfers in a month does not exceed rupeesten

thousand; and o
iii. the balance at any point of time does not exceed rupees fifty thousand. £ @% »
K
Provided, that this limit on balance shall not be considered while making de%;sns?%i‘ough
Government grants, welfare benefits and payment against procurements. Yy, S
W
Further, small accounts are subject to the following conditions: m%@m

i. The bank shall obtain a self-attested photograph from the custoxyn%%@f%w
ii. The designated officer of the bank certifies under his si%?ﬁ;; ‘tHat the person opening
%

the account has affixed his signature or thumb impression ifizhis presence

Provided that where the individual is a prisoner in a{sfj]"ai,l, the signature or thumb print
shall be affixed in presence of the officer in-chargéﬁﬁwtﬁe jail and the said officer shall
certify the same under his signature and the a%l%(fﬁhﬁ shall remain operational on annual
submission of certificate of proof of address i@yé@by the officer in-charge of the jail.

iii. 7Such accounts are opened only at Core f‘ ki p% Solution (CBS) linked branches or in a
branch where it is possible to manua%g"ffftor and ensure that foreign remittances are

not credited to the account. & 3°
75,

iv. Bank shall ensure that the fﬁdgfl \;«gted monthly and annual limits on aggregate of
transactions and balance reduirémeéfits in such accounts are not breached, before a

transaction s allowed to take'p ace.

v. The account shall r;ﬁa»aié;ﬂgﬁerational initially for a period of twelve months which can be
extended for a fu%er period of twelve months, provided the account holder applies and
furnishes evidenc&=ef having applied for any of the OVDs during the first twelve

months of the;Gpening of the said account.
vi. The entirefélgg%éftion provisions shall be reviewed after twenty four months.

vii. Notwith§ anding anything contained in clauses (iv) and (v) above, the small account shall
remd @%perational between April 1, 2020 and June 30, 2020and such other periods as
4, mayibe notified by the Central Government.

4
viii. %hg account shall be monitored and when there is suspicion of money laundering or
ﬁ’nancing of terrorism activities or other high risk scenarios, the identity of the customer
shall be established as per Section 16 or Section 18.

_.f%%@
¢ h ix. Foreign remittance shall not be allowed to be credited into the account unless the identity
’ of the customer is fully established as per Section 16 or Section 18.

16. KYC verification
KYC verification once done by one branch/office of the bank shall be valid for transfer of the

account to any other branch/office of the same bank, provided full KYC verification has
already been done for the concerned account and the same is not due for periodic updation.
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17. Customer Due Diligence (CDD) Measures for Sole Proprietary firms

A.i. For opening an account in the name of a sole proprietary firm, CDD in respect of the
individual (proprietor) shall be carried out.

ii. Keeping in view the importance of credit discipline for reduction in Non Performing
Assets (NPA) level of bank, bank should insist on a declaration from the account-holder to
the effect that he is not enjoying any credit facility with any other bank or: Btgjﬁ’/ a
declaration giving particulars of credit facilities enjoyed by him with any other bank(s).
The account opening bank should ascertain all the details and should alsGinform the
concerned lending bank(s). The account-opening bank should q%a@ﬂ No objection
Certificate from such banks. Hygoney”

v

iii. However, in case no response is received from the existing bankeﬁ"’aﬁ'%“r aminimum period
of a fortnight, banks may open current accounts of prospective oy stomers.

iv. Further, where the due diligence is carried out on the req# St ,‘gf a prospective customer
who is a corporate customer or a large borrower enjoying crecﬁt facilities from more than
one bank, the bank may inform the consortium Igéﬁgé if under consortium, and the
concerned banks, if under multiple banking arrangefh@m.

¥ %

In addition to the above, any two of the followin, %g@ﬁ%ents as a proof of business/ activity in

the name of the proprietary firm shall also bgfo tained :

2 N

]
i. Registration certificate including UdhiMRegistration Certificate (URD) issued by Govt.
ii. Certificate/licence issued by }h % "’ icipal authorities under Shop and Establishment
Act. % F 7
iii. Sales and income tax retur Scﬁé%y
iv. CST/VAT/ GST certificdte (provisional/final).
. Certiﬁcate/registratg_én dpﬁg’@ument issued by Sales Tax/Service Tax/ Professional Tax
authorities. g
vi. IEC (Importep<Exporter Code) issued to the proprietary concern by the office of
DGFT/Liceﬁéﬁé@#iﬁcate of practice issued in the name of the proprietary concern by any
professiogiﬁ*@%ﬁy incorporated under a statute.
Vii. Comg%%t%ﬁfcome Tax Return (not just the acknowledgement) in the name ofthe sole
prque\)@r/ where the firm's income is reflected, duly authenticated/ acknowledged by the
“qncope Tax authorities.

viii. Utility bills such as electricity, water, and landline telephone bills.

A

A

¥

AR Cﬁpy of Aadhar Card and PAN Card of the proprietor.

%W Photographs of the Proprietor.
&f ‘fn cases where the bank is satisfied that it is not possible to furnish two such documents, bank

may, at their discretion, accept only one of those documents as proof of business/activity.

Provided bank undertake contact point verification and collect such other information and
clarification as would be required to establish the existence of such firm, and shall confirm and
satisfy itself that the business activity has been verified from the address of the proprietary
concern.
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18. CDD Measures for Legal Entities

A. For opening an account of a company, certified copies of each of the following documents or
the equivalent e-documents thereof shall be obtained :

i. Certificate of incorporation
ii. Memorandum and Articles of Association

iii. Permanent Account Number of the company &

iv. A resolution from the Board of Directors and power of attorney granted to its maﬁﬁ?&rs
officers or employees to transact on its behalf V

<

. Keeping in view the importance of credit discipline for reduction in No ?ﬁormmg
Assets (NPA) level of bank, bank should insist on a declaration fro%the account-holder
to the effect that he is not enjoying any credit facility with any otheibutik or obtain a
declaration giving particulars of credit facilities enjoyed by him w{tﬁ’%;ny other bank(s).
The account opening bank should ascertain all the details angd’? &;;pﬁld also inform the
concerned lending bank(s). The account-opening banl%jﬁagﬁd"’ obtain No objection
Certificate from such banks. %“%f
o 2
vi. However, in case no response is received from th égga:’stlng bankers after a minimum

period of a fortnight, banks may open current «“facc% ts of prospective customers.
%

vii. Further, where the due diligence is carried , {&;‘% the request of a prospective customer
who is a corporate customer or a large qu*o%%ér enjoying credit facilities from more than
one bank, the bank may inform the. Cc}i‘t;s,sortlum leader, if under consortium, and the
concerned banks, if under multlple‘:"% g arrangement.

viii. Documents, as specified in ,Seg%@ﬁ 16, relating to beneficial owner, the managers,
officers or employees, as the,.cas¢ may be, holding an attorney to transact on the
company’s behalf N

§

; o ; ; e
ix. the names of the rgfevant persons holding senior management position; and
B
e
x. the registered &/Q‘fﬁce and the principal place of its business, if it is different

xi. Copy of Qf@% ard and PAN Card of the Directors authorized to operate the account.

Xii. Pho%aﬁﬁs of the Directors authorized to operate the account.

B. Fog, opéhing an nershi , the certified copies of each of the
foll 1ﬁ§ documents or the equivalent e-documents thereof shall be obtained:
o

; m%ﬁ Registration certificate
S

f:@%%« ii. Partnership deed
ili. Permanent Account Number of the partnership firm
iv. Copy of Aadar Card and PAN Card of the partner authorized to operate the account.

v. Photographs of the partner authorized to operate the account.

vi. Keeping in view the importance of credit discipline for reduction in Non Performing
Assets (NPA) level of banks, banks should insist on a declaration from the account-
holder to the effect that he is not enjoying any credit facility with any other bank or
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vii.

viii.

ix.

X.

Xi.

obtain a declaration giving particulars of credit facilities enjoyed by him with any other
bank(s). The account opening bank should ascertain all the details and should also
inform the concerned lending bank(s). The account-opening bank should obtain No
objection Certificate from such banks.

However, in case no response is received from the existing bankers after a minimum
period of a fortnight, banks may open current accounts of prospective customers.

Further, where the due diligence is carried out on the request of a prospective customer

who is a corporate customer or a large borrower enjoying credit facilities fromy Thigré
than one bank, the bank may inform the consortium leader,if under consorﬁ%gw‘gnd
the concerned banks, if under multiple banking arrangement. %% y.

Documents, as specified in Section 16, relating to beneficial ownep, managers, officers
or employees, as the case may be, holding an attorney to transact ou}%alf
the names of all the partners and

%,z
P g %
address of the registered office, and the principal place %&f&smess, if it is different.

C. For opening an account of a trust, certified copies of eacl%ﬁg the followingdocuments or the

equlvalent e-documents thereof shall be obtained :

ii.

iii.

iv.

=

V1.

vii.

viil.

p & b.{'«

@@

X.

& %A
i. Registration certificate
Trust deed

Permanent Account Number or Form N@ 6(§*féf the trust

Documents, as specified in Sectlof\}%;,elatmg to beneficial owner, managers, officers or
employees, as the case may be h%dmg an attorney to transact on its behalf

the names of the beneﬁcmnesimnﬁstees, settlor and authors of the trust

&
address of the reglstq%rhqu?ﬁce of the trust; and the

list of trustees an
trustee and authon

ocupments, as specified in Section 16, for those discharging the role as
o transact on behalf of the trust.

Keeping 1 %f the importance of credit discipline for reduction in Non Performing
Assets evel of banks, banks should insist on a declaration from the account-
holde;:&goﬁ?é effect that he is not enjoying any credit facility with any other bank or

obta&sig ‘declaration g1v1ng particulars of credit facilities enjoyed by him with any other
The account opening bank should ascertain all the details and should also inform

he“concerned lending bank(s). The account-opening bank should obtain No objection
Certificate from such banks.

However, in case no response is received from the existing bankers after a minimum
period of a fortnight, banks may open current accounts of prospective customers.

Further, where the due diligence is carried out on the request of a prospective customer
who is a corporate customer or a large borrower enjoying credit facilities from more than
one bank, the bank may inform the consortium leader, if under consortium, and the
concerned banks, if under multiple banking arrangement.

xi. Copy of Aadar Card and PAN Card of the Trustees authorized to operate the account.

xii. Photographs of the Trustees authorized to operate the account.
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D. For opening an account of an unincorporated association or a body of individuals, certified

copies of each of the following documents or the equivalent e-documents thereof shall be
obtained :
i.  Resolution of the managing body of such association or body of individuals

ii. Permanent Account Number or Form No. 60 of the unincorporated associationor a body
of individuals

iii. Power of attorney granted to transact on its behalf

iv. relating to beneficial owner, managers, officers or employees, as the case méy be
holding an attorney to transact on its behalf and Documents, as specified in Section; 163

v.  Such information as may be required by the bank to collectively estabg}lsh t??eh legal
existence of such an association or body of individuals.

vi. Keeping in view the importance of credit discipline for reductlon%n ;Non %erformmg
Assets (NPA) level of banks, banks should insist on a declaratlo the account-
holder to the effect that he is not enjoying any credit facility "%ny other bank or
obtain a declaration giving particulars of credit facilities e%)y g’;ﬁé him with any other
bank(s). The account opening bank should ascertain all the aﬁg ‘and should also inform
the concerned lending bank(s). The account-opening b @%uld obtain No objection
Certificate from such banks. J;r

vii. However, in case no response is received from the am%tmg bankers after a minimum
period of a fortnight, banks may open current a%éf«mms of prospective customers.

viii.  Further, where the due diligence is camedf 3@; on the request of a prospective customer
who is a corporate customer or a large bts ower enjoying credit facilities from more than
one bank, the bank may inform th@;/c nSortium leader, if under consortium, and the
concerned banks, if under multlplff"f’ ng arrangement.

ix. Copy of Aadar Card and PA{\@IQ@& of the associated/individual persons authorised to

operate the account. P4
e

Xx.  Photographs of thefag‘so%;%d/mdlwdual persons authorised to operate the account.

Explanation : Urﬁggl,st’ered trusts/partnership firms shall be included under the term
umncorporate association’.

Explanatlof‘f%, éf"erm ‘body of individuals’ includes societies.

5&»
19. For openlng,a éxfnt of a customer who is a juridical person (not specifically covered in the

earlier p as societies, universities and local bodies like village panchayats, etc., or who
purptf ét 4ict on behalf of such juridical person or individual or trust, certified copies of the
followitig documents or the equivalent e-documents thereof shall be obtained and verified:

W Document showing name of the person authorised to act on behalf of the entity

behalf and

o\
@ﬁ’ Documents, as specified in Section 16, of the person holding an attorney to transact on its

iii. Such documents as may be required by the RE to establish the legal existence of such an
entity/juridical person.

Pprovided that in case of a trust, the Bank shall ensure that trustees disclose their status at the
time of commencement of an account-based relationship or when carrying out transactions as
specified in clauses (b), (¢) and (f) of Section 13 of MD.
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20. Identification of Beneficial Owner
For opening an account of a Legal Person who is not a natural person, the beneficial owner(s)
shall be identified and all reasonable steps in terms of sub-tule (3) of Rule 9 of the Rules to
verify his/her identity shall be undertaken keeping in view the following:

i.  Where the customer or the owner of the controlling interest is (i) an entity listed on a stock
exchange in India, or (ii) it is an entity resident in jurisdictions notified by the Central
Government and listed on stock exchanges in such jurisdictions, or (iii) it is a subsidiary of
such listed entities; it is not necessary to identify and verify the identity of any share,@older
or beneficial owner of such entities

ii. In cases of trust/nominee or fiduciary accounts whether the customer is actin on%g%%ﬁ' of
another person as trustee/nominee or any other intermediary is determined: cases
satisfactory evidence of the identity of the intermediaries and of the p rsonsi’” on whose
behalf they are acting, as also details of the nature of the trust or oftie; ,;@,g,rangements in

place shall be obtained. o, s
ws%/f;‘“
N
21. On-going Due Diligence o & ,5%%’
Bank shall undertake on-going due diligence of customers to ef{v"" that their transactions are

consistent with their knowledge about the customers, customg;s business and risk profile; and

the source of funds/wealth. < & W

Without prejudice to the generality of factors that cali ,gj?%lose monitoring following types of

transactions shall necessarily be monitored: a
«,ffif (20

i. Large and complex transactions includin &CRQ;@’S transactions, and those with unusual
patterns, inconsistent with the normal anglxexfgected activity of the customer, which have no
apparent economic rationale or 1eg1t1m§,t§iawpose

ii. Transactions which exceed the threshﬁdiﬁs yrescnbed for specific categories of accounts.

iii. High account turnover 1ncon51stg9m Wwith the size of the balance maintained.

iv. Deposit of third party, cheiwe drafts, etc. in the existing and newly opened accounts
followed by cash mth@égawal?s for large amounts.

For ongoing due dili enée Bank may consider adopting appropriate innovations including
artificial intelhg%ﬂ%?and machine learning (AI & ML) technologies to support effective

monitoring. e D
b

22. Extent of Moﬁfhﬁﬁg
The ext négf?momtonng shall be aligned with the risk category of the customer.

@A sysﬁm of perlodlc review of risk categorisation of accounts, with such periodicity being at
? east once in six months, and the need for applying enhanced due diligence measures shall
Ly ﬁ% &b“é put in place.

(%@% fb) The transactions in accounts of marketing firms, especially accounts of Multi-level
Marketing (MLM) Companies shall be closely monitored.

Explanation: High risk accounts have to be subjected to more intensified monitoring.
Explanation: Cases where a large number of cheque books are sought by the company
and/or multiple small deposits (generally in cash) across the country in one bank account
and/or where a large number of cheques are issued bearing similar amounts/dates, shall be
immediately reported to Reserve Bank of India and other appropriate authorities such as
FIU-IND.
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23. Updation / Periodic Updation of KYC

Bank shall adopt a risk-based approach for periodic updation of KYC ensuring that the
information or data collected under CDD is kept up-to-date and relevant, particularly where there
is high risk. However, periodic updation shall be carried out at least once in every two years for
high-risk customers, once in every eight years for medium risk customers and once in every ten
years for low-risk customers from the date of opening of the account/last KYC updation. Policy
in this regard shall be documented as part of Bank internal KYC policy duly approved by the
Board of Directors of Bank or any committee of the Board to which power has been delegat% .
i ey

Notwithstanding the provisions given above, in respect of an individual custqmeré’wﬁg%‘ is
categorized as low risk, the bank shall allow all transactions and ensure the updﬁ%i@n of KYC
within one year of its falling due for KYC or upto June 30, 2026, whichever isa&later".,; he bank
shall subject accounts of such customers to regular monitoring. This shall d%&;pplicable to
low-risk individual customers for whom periodic updation of KYC has alread%g ten due.

b) Individuals: s

i. No change in KYC information: In case of no change in A C information, a self-
declaration from the customer in this regard shall be obtagned thfough customer’s email-id
registered with the bank customer’s mobile number regis%é%d with the Bank ATMs, digital

channels (such as online banking / internet banking, Toobile application of Bank), letter,
Z gy

etc. A
¥

ii. Change in address: In case of a change onlygi%fﬁ%” address details of the customer, a self-
declaration of the new address shall be obtained from the customer through customer’s
email-id registered with the bank, cus‘gqfhlgi&’“s mobile number registered with the bank,
ATMs, digital channels (such as onli &sbanking/internet banking, mobile application of
bank), letter, etc., and the declared dddress shall be verified through positive confirmation
within two months, by means su%ﬁs ‘Address verification letter, contact point verification,
deliverables, etc. &

o b
Further, bank, at thejf opti%f‘iﬁ” may obtain a copy of OVD or deemed OVD, as defined in
paragraph 3(a)(xiv), &ggg&heg equivalent e-documents thereof, as defined in paragraph 3(a)(x),
for the purpose of, proof of address, declared by the customer at the time of updation/
periodic upd 'foéiyﬁmlég’uch requirement, however, shall be clearly specified by the bank in
their inter%ag% C policy duly approved by the Board of Directors of bank or any
committee,of.the Board to which power has been delegated.

Ay F

ii.a %e‘fok«Business Correspondent (BC) by banks for Updation/ Periodic Updation of
P

S

: % Kelf-declaration from the customer in case of no change in KYC information or change

A % only in the address details may be obtained through an authorized BC of the bank. The

% ¥

bank shall enable its BC systems for recording these self-declarations and supporting
documents thereof in electronic form in the bank’s systems.

The bank shall obtain the self-declaration including the supporting documents, if required,
in the electronic mode from the customer through the BC, after successful biometric based
e-KYC authentication. Until an option is made available in the electronic mode, such
declaration may be submitted in physical form by the customer. The BC shall authenticate
the self:declaration and supporting documents submitted in person by the customer, and
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promptly forward the same to the concerned bank branch. The BC shall provide the
customer an acknowledgment of receipt of such declaration /submission of documents.

The bank shall update the customer’s KYC records and intimate the customer once the
records get updated in the system, as required under paragraph 23(c) of this policy. It is,
however, reiterated that the ultimate responsibility for periodic updation of KYC remains
with the bank concerned.

iii. Accounts of customers, who were minor at the time of opening account, on their
becommg major: In case of customers for whom account was opened when they gres
minor, fresh photographs shall be obtained on their becoming a major and at thaj li:@gx”ft
shall be ensured that CDD documents as per the current CDD standards are a&aﬂa e“with
the bank. Wherever required, bank may carry out fresh KYC of such cu”s?t%gpé“rs L
customers for whom account was opened when they were minor, or&@;helr beécoming a
major.

iv. Aadhaar OTP based e-KYC in non-face to face mode may be %x ﬁf‘or lllupdatlon/
periodic updation. To clarify, conditions stipulated in paragr/a,p;l e not appllcable in
case of updationl/periodic updation of KYC through Aadhaéx: “based e-KYC in non-
face to face mode.

Declaration of current address, if the current addre§s%;§ different from the address in
Aadhaar, shall not require positive confirmation, in4this case. bank shall ensure that the
mobile number for Aadhaar authentication is sgg%s the one available with them in the
customer’s profile, in order to prevent any fra q%

o %’ W

b) Customers other than individuals: ,&;;. L

i. No change in KYC information: In ggﬁé«ﬁf no change in the KYC information of the LE
customer, a self-declaration in this r’egat‘d shall be obtained from the LE customer through
its email id registered with the é?fﬂ(%TMs, digital channels (such as online banking /
internet banking, mobile applicat f of bank), letter from an official authorized by the LE
in this regard, board rgso %n etc. Further, bank shall ensure during this process that
Beneficial Ownersh1 (BOLA%f'{formatlon available with them is accurate and shall update
the same, if required @%glgeép it as up-to-date as possible.

ii. Changein KYC mfxg;matlon In case of change in KYC information, bank shall undertake
the KYC prooés,§ équlvalent to that applicable for on-boarding a new LE customer.

c) Addltloggﬁf;easures. In addition to the above, bank shall ensure that,

i. The ;( %%vdocuments of the customer as per the current CDD standards are available with
th%n is is applicable even if there is no change in customer information but the
do %ents available with the bank are not as per the current CDD standards. Further, in

;::%ase the validity of the CDD documents available with the bank has expired at the time of

S eriodic updation of KYC, bank shall undertake the KYC process equivalent to that
% %&f " applicable for on-boarding a new customer.
".4"%,,»

ii. Customer’s PAN details, if available with the bank, is verified from the database of the
issuing authority at the time of periodic updation of KYC.

iii. Acknowledgment is provided to the customer mentioning the date of receipt of the relevant
document(s), including self-declaration from the customer, for carrying out updation/
periodic updation. Further, it shall be ensured that the information / documents obtained
from the customers at the time of updation/ periodic updation of KYC are promptly
updated in the records / database of the bank and an intimation,-mentioning the date of
updation of KYC details, is provided to the customer.
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iv. In order to ensure customer convenience, bank may consider making available the facility
of updation/ periodic updation of KYC at any branch, in terms of their internal KYC policy
duly approved by the Board of Directors of bank or any committee of the Board to which
power has been delegated.

v. Bank shall adopt a risk-based approach with respect to periodic updation of KYC. Any
additional and exceptional measures, which otherwise are not mandated under the above
instructions, adopted by the bank such as requirement of obtaining recent photograph,
requirement of physical presence of the customer, requirement of periodic updatign of
KYC only in the branch of the bank where account is maintained, a more freg
penodlclty of KYC updation than the minimum specified periodicity etc., shall beg;cf%arly
specified in the internal KYC policy duly approved by the Board of D1recto;;s of bﬁ‘ik or
any committee of the Board to which power has been delegated. %

d) Bank shall advise the customers that in order to comply with the PML uI%ﬁ;;” case of any
update in the documents submitted by the customer at the time of establ sﬁment of business
relationship/ account-based relationship and thereafter, as necessgry%{%mers shall submit
to the Bank the update of such documents. This shall be done %B@days of the update to
the documents for the purpose of updating the records at Bank enc 4, v

&‘Si;r
¢) Due Notices for Periodic Updation of KYC 4 %M
v:a_ %’M

The bank shall intimate its customers, in advance, %ﬂate their KYC. Prior to the due date
of periodic updation of KYC, the bank shall glvc% &dst three advance intimations, including
at least one intimation by letter, at appropriafé “ntervals to its customers through available
communication options/ channels for complying-with the requirement of periodic updation of
KYC. Subsequent to the due date, the a&kwgilall give at least three reminders, including at
least one reminder by letter, at app;, (g,je intervals, to such customers who have still not
complied with the requirements, &de it¢ advance intimations. The letter of intimation/
reminder may, inter alia, contam eéSy o understand instructions for updating KYC, escalation
mechanism for seeking h,elp,g,xf"‘iequlred and the consequences, if any, of failure to update
their KYC in time. Issue of stith advance intimation/reminder shall be duly recorded in the
bank’s system against € ch,e‘ustomer for audit trail. The bank shall expeditiously implement
the same but not late@%lan January 01, 2026.

f) Simplified prgt;eé? f updatlon and periodic updation of KYC
o, %M
(i) Self-d éfa, a‘hons bank is allowed to obtain self-declaration regarding “no change in KYC
aé}i%on or “a change only in address details” from customers using digital and non-
di modes, through customer’s email/mobile number registered with the bank, ATMs,
Q@dlgﬁal channels (such as online banking/internet banking, mobile application of bank),
wz@e‘cter BCs, etc.

A
e N(u) The updation/ periodic updation of KYC records are allowed to be carried out at any
) % branch of the bank with which customer maintains the account.

(iii) Aadhaar OTP based e-KYC and V-CIP are permitted for the purpose of updation/ periodic
updation of KYC.

(iv) The bank have been directed to update customers’ KYC information/ records based on the
update notification received from CKYCR.
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24. In case of existing customers, Bank shall obtain the Permanent Account Number or equivalent
e-document thereof or Form No. 60, by such date as may be notified by the Central Government, failing
which Bank shall temporarily cease operations in the account till the time the Permanent Account
Number or equivalent e-documents thereof or Form No. 60 is submitted by the customer.

Provided that before temporarily ceasing operations for an account, the Bank shall give the

customer an accessible notice and a reasonable opportunity to be heard. Further, Bank shall

include, in its internal policy, appropriate relaxation(s) for continued operation of accounts for

customers who are unable to provide Permanent Account Number or equivalent e-document

thereof or Form No. 60 owing to injury, illness or infirmity on account of old age or othe?%%g,ﬁ

and such like causes. Such accounts shall, however, be subject to enhanced monitoring. },‘;{)}%f ‘
Y

Provided further that if a customer having an existing account-based relationship %}%}yﬁ Bank
gives in writing to the Bank that he does not want to submit his Permanent %gqgunt Number or
equivalent e-document thereof or Form No.60, Bank shall close the account and-all obligations
due in relation to the account shall be appropriately settled after establishixn &tlgé\y identity of the
customer by obtaining the identification documents as applicable to the cuStorner.

Explanation — For the purpose of this Section, “temporary ceasiqw%f)‘% erations” in relation an
account shall mean the temporary suspension of all transactions offactivities in relation to that
account by the Bank till such time the customer complies with,the provisions of this Section. In
case of asset accounts such as loan accounts, for the purposg of ceasing the operation in the

account, only credits shall be allowed. 6
25 Monitoring Operations ?%’cg?@
A. Monitoring Operations in New Accounts e £ ;fj%
i. It shall be the responsibility of the Branch I{ﬁtﬁéy’éirgell\/lanagers to maintain a close watch over

the operations in newly opened accoun}s&aé“‘c%f‘east for the first six months, from the date of
opening of such accounts, keep a cl _%%;i;[sh, so as to guard against fraudulent or doubtful
transactions taking place therein. Ifiany trénsaction of suspicious nature is revealed, branch
should enquire about the transactiorf from the account holder, and if no convincing explanation
is forthcoming, they shou}dw_oxéiﬁ er reporting such transactions to the appropriate investigating

! v
agencies. é 3

ii.  21.1.2 Caution should be exetcised whenever cheques/ drafts for large amounts are presented for
collection, or Telegraﬁﬁi@ Transfers (TTs)/Mail Transfers (MTs) are received for credit of new
accounts immedLQ% y/within a short period after opening of account. In such cases, genuineness
of the instrun@eﬁ@and the account holder should be thoroughly verified. If necessary the paying
bank shoul "%’éc’ck with the collecting bank about the genuineness of any large value

cheques/diaft§-issued. Demand Drafts (DDs)/Cheques for large amounts presented for collection

shoul@:beivérified under ultra violet lamps to safe guard against chemical alterations.

B. Monijg;g,ring"f‘(')perations in all Accounts

i, ) tishiall be the responsibility of the Branch In-charge/Managers to maintain a close monitoring of

@f””‘“ sh withdrawal for large amounts. Where third party cheques, drafts, etc. are deposited in the

g % existing and newly opened accounts followed by cash withdrawals for large amounts, the banks

* should keep a proper vigil over the requests of their clients for such cash withdrawals for large
amounts.

ii. The bank should closely monitoring cash deposits and withdrawals for Rs. 5 lakh and above not
only in deposit accounts but also in all other accounts like cash credit/overdraft etc. The
bank/branches should also maintain a separate register to record details of individual cash
deposits and withdrawals for Rs. 5 lakh and above. The details recorded should include, in the
case of deposits, the name of the account holder, account number, amount deposited and in the




name of the beneficiary of the cheque. Further, any cash deposits or withdrawals of Rs. 5 lakh
and above should be reported by the Branch Manager to the Head Office on a fortnightly basis
along with full particulars, such as name of the account holder, account number, date of opening
the account, etc. On receipt of these statements from branches, the Head Office should
immediately scrutinise the details thereof and have the transactions looked into by deputing
officials, if the transactions prima facie appear to be dubious or giving rise to suspicion. The
inspecting officials from the Reserve Bank during the course of their inspections will also be
looking into the statements submitted by the branches.

iii. The other important areas in the payment of cheques wherein due caution need to be exél%jged
are verification of drawer's signature, custody of specimen signature cards, supervigjpf%xgﬁer
issue of cheque books and control over custody of blank cheque books/leaves. While ﬁééd for
examining cheques for large amounts under Ultra Violet Ray Lamps is rec&%;f by the
branches, in practice it is rarely done as there is often a tendency to be lax in th?' matter resulting
in avoidable loss. In addition, due care should be exercised in regard to isstg“and custody of
tokens, movement of cheques tendered across the counter and custody %%xinsmments after

they are paid by the banks. Depositors/ Customers should be asked tozSiigr ider unused cheque
books before closing/transferring the accounts. Also safe custody0fspee imen signature cards is
of utmost importance, especially when operating instructions are g}:vged, the change should be
duly verified by a senior official in the branch. L
4 ot
C. Issue of Cheque Books 6 gl

Fresh cheque books should be issued only against }ggyction of duly signed requisition slips
from previous cheque book issued to the party. Ih,case the cheque book is issued against a
requisition letter, the drawer should be asked t0 deme personally to the bank or cheque book
should be sent to him under registered post cgffe y without being delivered to the bearer. Loose
cheques should be issued to account hold@%%mly when they come personally with a requisition

letter and on production of passbooksw;,ﬁ:a%:f
& B

26. Enhanced and Simplified Due Diligﬁéeﬁ’rbcedure
A. Enhanced Due Diligence*- @
&
i.  Enhanced Due DiligéﬁﬁqwfiEDD) for non-face-to-face customer onboarding (other than

customer onboarding in terms of Section 17): Non-face-to-face onboarding facilitates the
Bank to establighi réldtionship with the customer without meeting the customer physically or
through V-CJPStich non-face-to-face modes for the purpose of this Section includes use of
digital cl}aﬂ%e_iis” such as CKYCR, Digi Locker, equivalent e-document, etc., and non-digital
mo‘de%ng?%p “as obtaining copy of OVD certified by additional certifying authorities as
allt ég? st NRIs and PIOs. Following EDD measures shall be undertaken by Bank for non-
face-’{;p- ace customer onboarding (other than customer onboarding in terms of Section 17):

Pl

e ,\&%i"fwﬁ a) In case Bank has introduced the process of V-CIP, the same shall be provided as the

'%%’, J first option to the customer for remote onboarding. It is reiterated that processes
<% 7 complying with prescribed standards and procedures for V-CIP shall be treated on par
¥ with face-to-face CIP for the purpose of this Master Direction.

b) In order to prevent frauds, alternate mobile numbers shall not be linked post CDD with
such accounts for transaction OTP, transaction updates, etc. Transactions shall be
permitted only from the mobile number used for account opening. Bank shall have a
Board approved policy delineating a robust process of due diligence for dealing with
requests for change of registered mobile number.
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through positive confirmation before allowing operations in the account. Positive
confirmation may be carried out by means such as address verification letter, contact
point verification, deliverables, etc.

d) Bank shall obtain PAN from the customer and the PAN shall be verified from the
verification facility of the issuing authority.

e) First transaction in such accounts shall be a credit from existing KYC-complied bank

account of the customer. "
Ky

f) Such customers shall be categorized as high-risk customers and accounts open, %%p
non-face to face mode shall be subjected to enhanced monitoring until the 1dé”ng1 of
the customer is verified in face-to-face manner or through V-CIP. %@ }

g) Customer onboarding in NFTF mode using digital modes such as KYC dentlﬁer
equivalent e-documents, documents issued through DigiLocker, and ﬁggmdlgltal modes
such as obtaining copy of OVD certified by additional certifying @,@i@ﬁ{les as allowed
for NRIs and PIOs are subject to certain conditions. Y.

@ %«%@ L

27. Accounts of Politically Exposed Persons (PEPs) -

e
i. Bank shall have the option of establishing a relationship with PEPs (whether as customer or
beneficial owner) provided that, apart from performing normal customer due diligence:
g\/ %/

a) Bank have in place appropriate risk management systems to determine whether the customer or
the beneficial owner is a PEP;

b) Reasonable measures are taken by the Bank for establishing the source of funds / wealth;

¢) the approval to open an account for a PEP shall be obtained from the senior management;

d) all such accounts are subjected to enhanced monitoring on an on-going basis;

e) in the event of an existing customer or the beneficial owner of an existing account subsequently
becoming a PEP, senior management’s approval is obtained to continue the business
relationship;

7

ii. These instructions shall also BSMgpblicable to family members or close associates of PEPs

8,
Explanation: For the purpose of this Section, “Politically Exposed Persons” (PEPs) are individuals
who are or have been entrusted with prominent public functions by a foreign country, including the
Heads of States/Governments, senior politicians, senior government or judicial or military officers,
senior executlves of state-owned corporations and important political party officials.

%%Vf

iii. Client accounts opened by professional intermediaries:

) Ba;;@ shall ensure while opening client accounts through professional intermediaries,that:
,“,ﬁ@%)”:’}@hents shall be identified when client account is opened by a professional intermediary on
% behalf of a single client.

b) bank shall have option to hold 'pooled' accounts managed by professional intermediaries on
behalf of entities like mutual funds, pension funds or other types of funds.

c) bank shall not open accounts of such professional intermediaries who are bound by any
client confidentiality that prohibits disclosure of the client details o the bank.

d) all the beneficial owners shall be identified where funds held by the intermediaries are not co-
mingled at the level of bank, and there are 'sub- accounts', each of them attributable to a




for the beneficial owners.

e) bank shall, at their discretion, rely on the 'customer due diligence' (CDD) done by an
intermediary, provided that the intermediary is a regulated and supervised entity and has
adequate systems in place to comply with the KYC requirementsof the customers.

f) The ultimate responsibility for knowing the customer lies with the bank.

B. Simplified Due Diligence

o

i. Norms for Self Help Groups (SHGs) Simplified v gw% ?
a) CDD of all the members of SHG shall not be required while opening the savingw,; 6count
of the SHG ' f
S .
'\S@M‘“&r

b) CDD of all theoffice bearers shall suffice. ;sgfw“ o
B }Y'

¢) CDD of the members or office bearers shall be necessary at the %fi@ﬁn linking of SHGs
. % : > é i

ii. Opening accounts of foreign students
&

Banks shall not open a Non Resident Ordinary (NRO) b%x%égz%bcount of a foreign student.
iii. Simplified KYC norms for Foreign Portfolio Inves?g%é%l’ls)
Bank shall not open Foreign Portfolio Investors ( %% .a‘g::ounts.

28. Record Management ;“ﬁ* :?‘?
o
A

A. The following steps shall be taken r%ff@ﬁng maintenance, preservation and reporting of
erefce to provisions of PML Act and Rules. banks

;%"x""’/

shall, p

i. maintain all necessary re stds of transactions between the bank and the customer, both
domestic and international, for at least five years from the date of transaction;

customer account information, with ref

ii. preserve the records “pertdining to the identification of the customers and their addresses
obtained while gpiening the account and during the course of business relationship, for at
least five yeaﬁ%gg&y the business relationship is ended;

iii. make avaj aﬁi@g swiftly, the identification records and transaction data to the competent
authorit?e‘g.ﬁpon request;
P

iv. introduce a system of maintaining proper record of transactions prescribed under Rule 3 of
Prevention of Money Laundering (Maintenance of Records) Rules, 2005 (PML Rules,

s@goosx
3 ﬁ“% maintain all necessary information in respect of transactions prescribed under PML Rule 3
{ 5" s0 as to permit reconstruction of individual transaction, including the following:
° a) the nature of the transactions;
b) the amount of the transaction and the currency in which it wasdenominated;
¢) the date on which the transaction was conducted; and
d) the parties to the transaction.

vi. evolve a system for proper maintenance and preservation of account information ina
manner that allows data to be retrieved easily and quic ‘ henever required or when
requested by the competent authorities; -‘
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vii. maintain records of the identity and address of their customer, and records in respect of
transactions referred to in Rule 3 in hard or soft format.

Explanation. — For the purpose of this Section, the expressions "records pertaining to the
identification", “identification records”, etc., shall include updated records of the
identification data, account files, business correspondence and results of any analysis

undertaken.
ﬁ*’?f &
-
B. Bank shall ensure that in case of customers who are non-profit organisations, the € t%}ks of

such customers are registered on the DARPAN Portal of NITI Aayog. If the4same, dte not
registered, Bank shall register the details on the DARPAN Portal. Bank shall af ( maintain
such registration records for a period of five years after the business relatign;él;j{p between the
customer and the Bank has ended or the account has been closed, whicheg@{%; gter.

2

I

29. Reporting Requirements to Financial Intelligence Unit - India - &

“""‘*g,% et

A. i. Bank shall furnish to the Director, Financial Intelligence Uni%f%[;}gi% (FIU-IND), information
referred to in Rule 3 of the PML (Maintenance of Records) Rules, 2005 in terms of Rule 7
thereof. 4 Ko
Explanation: In terms of Third Amendment Rulé*s@ﬁ%t&ed September 22, 2015 regarding
amendment to sub rule 3 and 4 of rule 7, Dirée@i:g%FIU-IND shall have powers to issue
guidelines to the Bank for detecting transactio%s‘}wt% fred to in various clauses of sub-rule (1)
of rule 3, to direct them about the form of furfiishing information and to specify the procedure
and the manner of furnishing information,«“f?'i; o

S
ii. The reporting formats and comprg@% ive reporting format guide, prescribed/ released by
FIU-IND and Report Generationg%g ity"and Report Validation Utility developed to assist
reporting entities in the preparatién of prescribed reports shall be taken note of. The editable
electronic utilities to file.elegtronic Cash Transaction Reports (CTR) / Suspicious Transaction
Reports (STR) which ;«IU-II}?Whas placed on its website shall be made use of by Bank which
are yet to install/adoptésuitable technological tools for extracting CTR/STR from their live
transaction data. e ¥ ’
o B %W, )

iii. While fumisg‘t;%‘?ﬁformation to the Director, FIU-IND, delay of each day in not reporting a
transactiopsgridelay of each day in rectifying a mis-represented transaction beyond the time
limit as fﬁed in the Rule shall be constituted as a separate violation. Bank shall not put
-‘ friction on operations in the accounts merely on the basis of the STR filed.

f%Eyefy;'} Bank, its directors, officers, and all employees shall ensure that the fact of maintenance

&, %;wf records referred to in rule 3 of the PML (Maintenance of Records) Rules, 2005 and

i %'E’»‘“’ furnishing of the information to the Director is confidential. However, such confidentiality

* requirement shall not inhibit sharing of information under Section 4(b) of this Master

¥ Direction of any analysis of transactions and activities which appear unusual, if any such
analysis has been done.

iv. Robust software, throwing alerts when the transactions are inconsistent with risk

categorization and updated profile of the customers shall be put in to use as a part of effective
identification and reporting of suspicious transactions.
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B. Procedure and manner of furnishing information.

i. Bank shall communicate to the Director FIU-IND, the name, designation and address of the
Designated Director and the Principal Officer.

ii. The Principal Officer shall furnish the information referred to in clauses (A), (B), (BA), (C),
(D), (E) and (F) of sub-rule (1) of rule 3 to the Director on the basis of information available
with the reporting entity. A copy of such information shall be retained by the Principal
Officer for the purposes of official record.

A,
iii.Bank shall evolve an internal mechanism havmg regard to any guidelines issued by re i%g)r
for detecting the transactions referred to in clauses (A), (B), (BA), (C), (D), (E) a g%?f of
sub-rule (1) of rule 3 and for furnishing information about such transactions ifguch; orm as
may be directed by its Regulator '

yyees:«to observe the

procedure and the manner of furnishing 1nformat10n as specifiedby Reg Authorities.
e‘ «%’e’* »”
Ly, BB
C. Furnishing of information to the Director.— “%m e

i. The Pr1n01pal Officer of the bank shall furnish the info atlon in respect of transactions
referred to in clauses (A), (B), (BA), (C) and (E) of sugj‘:dle (1)of rule 3 every month to
the Director by the 15th day of the succeeding monthw%w

ii.  The Principal Officer of the bank shall fum1shfth§ﬁﬂ{;rmatlon promptly in writing or by fax

or by electronic mail to the Director in res f transactions referred to in clause (D) of
sub-rule (1) of rule 3 not later than seven Wb ng days on being satisfied that the transaction
is suspicious. &%

iii. The Pr1nc1pa1 Officer of the ba.ngl sﬁ:ﬁ%fuxmsh the information in respect of transactions
referred to in clause (F) of sub-rule (1) of rule 3, every quarter to the Director by the 15th day
of the month succeedn;/g .theggﬁrter

iv.  For the purpose of th%ggnfe delay of each day in not reporting a transactionor delay of
each day in rectlt}nm a mis-reported transaction beyond the time limit as specified in this
rule shall consti’%xfeggx eparate violation.

& P

D. Overview ofﬁg’eég&lftmg under PMLA

i. Al @I@;ﬁhsactmns of the value of more than rupees ten lakhs or its equivalent in foreign
éyé
ii. @All @'érles of cash transactions integrally connected to each other which have been valued

Wlow rupees ten lakhs or its equivalent in foreign currency where such series of transactions
Pt %;f?% have taken place within a month;

‘%ig;i. All transactions involving receipts by non-profit organisations of value more than rupees ten
’ lakh, or its equivalent in foreign currency.

iv.  All cash transactions where forged or counterfeit currency notes or banknotes have been
used as genuine or where any forgery of a valuable security or a document has taken place
facilitating the transactions.

v.  All suspicious transactions whether or not made in cash.

vi.  All cross border wire transfers of the value of more than five ;_’34 rupees or its equivalent in
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foreign currency where either the origin or destination of fund is in India.
vii. All purchase and sale by any person of immovable property valued at fifty lakh rupees or
more that is registered by the reporting entity, as the case may be.

viii.  The bank is required to furnish to FIU-IND following information under Prevention of
Money Laundering Act. 2002 and the Rules there under.

E. Cash Transaction Reports

The Prevention of Money-laundering Act, 2002, and rule there under requlreevery”%

reporting entity to furnish to FIU-IND information relating to - - %5, «f
i.  All cash transactions of the value of more than rupees ten lakhs or its equivalent 1An%~£are1gn
currency;

All series of cash transactions integrally connected to each Othe;ﬁ%) hich have been
individually valued below rupees ten lakh or its equivalent in foreign, cy where such
series of transactions have taken place within a month and the mon%. ggregate exceeds
an amount of ten lakh rupees or its equivalent in foreign curre y$> /

F. Counterfeit Currency Reports »

The Prevention of Money-laundering Act, 2002, and rule Jghereﬁer require every banking
company, financial institution and intermediary, to furnis {0, FTU- IND information relating
to all cash transactions where forged or counterfeif curréncy notes or bank notes have been
used as genuine or where any forgery of a valuq%i&gg,ecunty or a document has taken place
facilitating the transactions.

{'% Vgt
531"%"

G. Report on sale/purchase of immovable px:frq‘ng%

Bank is required to furnish to Dlrectom@‘@@-IND the report on all purchase and sale by any
person of immovable property val ﬁfty lakh rupees or more that is registered by the
reporting entity as the case may b%

H. Suspicious Transaction Rq@%

Bank shall furnish to F%g -IND information of all suspicious transactions whether or not made
in cash.

Suspicions trang (ﬁ;&m means a transaction referred to in clause (h) of the rules, including an
attempted trag%a@t;&l whether or not made in cash which, to a person acting in good faith —

glves r1se~ (ﬁf,a ‘reasonable ground of suspicion that it may involve proceedsof an offence
spec1 p'the Schedule to the Act, regardless of the value involved; or
ii. am') si'ﬁ%to be made in circumstances of unusual or unjustified complexity;or
iii. apﬁ‘@ars to have no economic rationale or bonafide purpose; or
ivés rise to a reasonable ground of suspicion that it may involve financing of the
g}gctlvmes relating to terrorism;

"} % Locker Operations
Accounts linked to the lockers wherein frequent operations are observed shall be analysed
as sometimes instances are noticed like, cash is withdrawn and immediately the lockers is
operated or locker is operated followed by deposit in cash. These activities aroused
suspicious and hence be reported.

I. Cash Transactions Report [CTR]

i. Report of all cash transactions of the value of more than rupee ten lakhs or its equivalent in
foreign currency and all series of cash transactions integrally ed to each other which
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have been valued below rupees ten lakhs or its equivalent in foreign currency where such
series of transactions have taken place within a month and the aggregate value of such
transaction exceeds Rupees ten lakh. :

ii. The CTR for each month will be submitted to FIU-IND by 15th of the succeeding month.

iii. A copy of monthly CTR submitted on its behalf to FIU-IND is available at the concerned
branch (through MIS Report: Misc Reports Module under SENSRPT — 5/7 & 5/7a) for
production to auditors/Inspectors, when asked for. While determining suspicious
transactions, bank is to be guided by the definition of “suspicious transaction” as co:f%g:g
in PMLA Rules as amended from time to time. o

#, :"«‘m&"‘ «.
J. Suspicious Transaction Reports (STR) 3 w
i. While determining suspicious transactions, bank is to be guided by the deﬁnitign%%sﬁspicious

&

transaction” as contained in PMLA Rules as amended from time to time. &, 7
"Suspicious transaction" means a "transaction" as defined below, includii »g’) an attempted
transaction, whether or not made in cash, which, to a person acting in gogd fai h:
oy LB
(a) gives rise to a reasonable ground of suspicion that it may%yé‘l?e proceeds of an offence
specified in the Schedule to the Act, regardless of the value inVelved; or

(b) appears to be made in circumstances of unusual or unju ffied complexity ;or
(c) appears to not have economic rationale or bona-ﬁd%p j9Se; or

p{/‘r“ﬁ*&y involve financing of the activities
i

(d) gives rise to a reasonable ground of suspicion th%
relating to terrorism. %% .
ﬁ%‘“ﬁ% '
Explanation: Transaction involving ﬁnancingég,of%the activities relating to terrorism includes
transaction involving funds suspected to b?ﬁ‘ﬁcd or related to, or to be used for terrorism,
terrorist acts or by a terrorist, terrorist ﬂgf*gfgﬁgation or those who finance or are attempting to
finance terrorism. o S
i 3 e
e’
i. Itis likely that in some cases trma@fions are abandoned/aborted by customers on being asked to
give some details or to rbviﬁgﬁ%ocuments. All such attempted transactions in STRs to be

reported, even if not com%lgtixdéby the customers, irrespective of the amount of the transaction.

ii. STRtobe submittedgiﬁ%has reasonable ground to believe that the transaction involves proceeds
of crime irrespecﬁ%e} the amount of the transaction and/or the threshold limit envisaged for
predicate offenggs,int part B of Schedule of PMLA, 2002.

P, B
P B - o ; -

iii. Furnishin, o%*ﬁ%fR to be ensured within seven days of arriving at a conclusion by the Principal
OffiGer %%.‘%e Bank that any transaction, whether cash or non-cash, or a series of transactions
integrally connected are of suspicious nature.

i p
Ay ﬁﬂ’sﬁall be ensured not to put any restrictions on operations in the accounts where an STR has
Ve %, been filed. The submission of STR will be kept strictly confidential, as required under PML
%%, Rules and it will be ensured that there is no tipping off to the customer at any level.

e,

v. The primary responsibility for monitoring and reporting of suspicious transaction shall be of the
branch. The monitoring of the transactions will also be done by controlling offices, who will
also interact with the branches to facilitate monitoring and reporting of suspicious transactions.
Controlling offices shall monitor transactions in customer accounts, in general, and high risk
accounts/ high value transactions, in particular.
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vi. For effective monitoring of transactions of the customers, Bank has implemented an AML
system for generation of AML alerts on day to day basis based on the pre-defined scenarios, as
advised by Indian Banks Association (IBA) / Financial Intelligence Unit — India (FIU-IND)
from time to time. These scenarios will be periodically reviewed to make them more effective
based on the feedback received and experience gained. Further, an indicative list of behavioral
/observation based scenarios has been circulated vide Centralised AML Cell (FRMD) Circular
No. 01/2021 dated 22.01.2021. In case any suspicious transaction is detected, the same be
reported to Centralised AML Cell for onward submission of Suspicious Transaction Report
(STR) to Financial Intelligence Unit — India (FIU-IND) through FIN net Gateway after é@%}ing
the approval of Principal Officer of the Bank. % g;; Nﬁw

. R 3 h

Indicative list of various types of indicators i.e. customer behavior and risk b ed tr ‘fsﬂ;ction
monitoring (RBTM), high & medium risk: customers/products & services/ g6graphies/
locations/alerts for branches/departments, are attached at Annexureﬁ?l;;g&gﬁ Operational
Guidelines for KYCPolicy for FY 2023-2024. A m«%f“’?"
K. Counterfeit Currency Report (CCR) ,{ﬁ%w;%
-
Cash transactions were forged or counterfeit currency notes have bee%ﬁi’ged as genuine or where
any forgery of a valuable security or document has taken placeifacilitating the transactions will be
reported to Financial Intelligence Unit-India in the spec;ﬁggfg t by 15th of the succeeding

month.
T ; ol
L. Non Profit Organisations Transaction report [y@};
A B

P &i“"!f . .
All transactions involving receipts by non-pro; i gr’iganlzatlons of value more than rupees ten lakh
or its equivalent in foreign currency, to b¢ réported to the Director, Financial Intelligence Unit-
India by the 15th of the succeeding mog::? ?’«“

M. Cross-border Wire Transfer epgﬁ [CWTR]
Cross-Border Wire Transf;r*R;%Mﬁ (CWTR) to be filed to the Director, Financial Intelligence
Unit-India by 15th of sucdgeding month for all cross border wire transfers of the value of more
than Rs 5 lakh or its equiva &nt in foreign currency where either the origin or destination of fund

is in India. Py
( My
N. Identity of clienf /%
a) False idéntifitation documents

b) ?ex&ﬁ?z} tion documents which could not be verified within reasonable time
g) ”’%‘g pits opened with names very close to other established business entities

0. Background of client
,- %é)icious background or links with known criminals
~Multiple accounts
{ %%M,a Large number of accounts having a common account holder, introducer or authorized
signatory with no rationale
b) Unexplained transfers between multiple accounts with no rationale

Q. Activity in accounts
b. Unusual activity compared with past transactions
¢. Sudden activity in dormant accounts
d. Activity inconsistent with what would be expected from declared business
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R. Nature of transactions

a) Unusual or unjustified complexity

b) No economic rationale or bonafide purpose
¢) Frequent purchases of drafts or other negotiable instruments with cash

d) Nature of transactions inconsistent with what would be expected from declaredbusiness

S. Value of transactions

a) Value just under the reporting threshold amount in an apparent attempt toavoid reporting F

b) Value inconsistent with the client’s apparent financial standing

@
ty

Broad categories of reason for suspicion and examples of suspicious transactions for an
intermediary are indicated as under :

Reports & their periodicity

Due Dates for filing Reports

Report |Description Due Date
CTR All cash transactions of the value of more than rupees tenlakhs

or its equivalent in foreign currency.

All series of cash transactions integrally connected to eac

other which have been valued below rupees ten lakhs or it

equivalent in foreign currency where suchseries of transaction

|have taken place within a month ‘ _

CCR All cash transactions where forged or counterfeit

currency notes or bank notes have been used as genuineor

where any forgery of a valuable security or a documenthas take 15th day of the

place facilitating the transactions succeeding month
NTR All transactions involving receipts by non profit organizations g

value more than Rs. Ten lakhs or, its equivalent in foreig

CUTTeNCy ; o, i
CBWTR |All crog§%hdfder wire transfers of the & of more than fiv

l;xk}}é upées or its equivalent in foreign, ‘Cutrency where either th

bigifuor destination of fund is in Jnffia)
N
IPR . |All"purchase and sale by any person of immovable propert15th day of the mont
" %&g&valueq at ﬁf.ty lakh rup more that is registered by thsucceedingthe quarter.
xﬁ’% %, |reporting entity, as the g@se may be.

‘%’f %R@V All suspicious transactions whether or not made in cash Not later than seve
working days on bein
satisfied that the transactio
is suspicious.

T. Robust software, throwing alerts when the transactions are inconsistent with risk categorization
and updated profile of the customers shall be put in to use as a part of effective identification and
reporting of suspicious transactions.

U. Alerts for identification of suspicious transactions. (Annexure — II)
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30. Requirements/obligations under International Agreements -

Communications from International Agencies

A. Obligations under the Unlawful Activities (Prevention) (UAPA) Act, 1967:

i. Bank shall ensure that in terms of Section 51A of the Unlawful Activities (Prevention) (UAPA)
Act, 1967 and amendments thereto, they do not have any account in the name of
individuals/entities appearing in the lists of individuals and entities, suspected of having terrorist
links, which are approved by and periodically circulated by the United Nations Security Council
(UNSC). The details of the two lists are as under: % o

a) The “ISIL (Da’esh) &Al-Qaida Sanctions List”, established and maintained plg%gant to
Security Council resolutions 1267/1989/2253, which includes names of 1n%%2als and
entities associated with the Al-Qaida is available at https://scsanctions. 15.up.0T 5jen-al-
qaida.html %}W

b) The “Taliban Sanctions List”, established and maintained pursu to, Security Council
resolution 1988 (2011), which includes names of individuals and enm%’s/i)clated with the
Taliban is available at https://scsanctions.un. org/3ppp1en-ta11baﬁ%’1tm

Bank shall also ensure to refer to the lists as available in the %d@es to the Prevention and

Suppression of Terrorism (Implementation of Security Council Résolutions) Order, 2007, as

amended from time to time. The aforementioned lists, i.e. X, C Sanctions Lists and lists as

available in the Schedules to the Prevention and Suppr§ n"of Terrorism (Implementation of

Security Council Resolutions) Order, 2007, as amended, from time to time, shall be verified on

daily basis and any modifications to the lists i 1n W;f“ additions, deletions or other changes

shall be taken into account by the Bank for metxc;,u compllance

ii . Details of accounts resembling any of the ind; dlfals/entltles in the lists shall be reported to FIU-
IND apart from advising Ministry of Hon;ﬁ ffairs (MHA) as required under UAPA notification
dated February 2, 2021 (Annex II of th;,{Ma&er Direction).

iii. Freezing of Assets under Section 5 %{df lfAPA 1967: The procedure laid down in the UAPA
Order dated 106February 2, 2024w(Annex II of this Master Direction) shall be strictly followed
and meticulous comphanoe&\?\fl?hathe Order issued by the Government shall be ensured. The list
of Nodal Officers for UA@A is, /available on the website of MHA.

e
31. Obligations under M‘ apons of Mass Destruction (WMD) and their Delivery Systems
(Prohibition of Uhlavi( 1 Activities) Act, 2005 (WMD Act, 2005):

i. Bank shall eﬁ ¢ meticulous compliance with the “Procedure for Implementation of Section
12A of the%Weapons of Mass Destruction (WMD) and their Delivery Systems (Prohibition of

U xgﬁs;ﬁlctwmes) Act, 2005 laid down in terms of Section 12A of the WMD Act, 2005
%ﬁ%ﬁder dated January 30, 2023, by the Ministry of Finance, Government of India (Annex

III of:this Master Direction).

o
‘%l-ﬁ accordance with paragraph 3 of the aforementioned Order Bank shall ensure not to carry
*‘% % out transactions in case the particulars of the individual / entity match with the particulars in
x% #  the designated list.

" iii. Further, Bank shall run a check, on the given parameters, at the time of establishing a relation
with a customer and on a periodic basis to verify whether individuals and entities in the
designated list are holding any funds, financial asset, etc., in the form of bank account, etc.

iv. In case of match in the above cases, Bank shall immediately inform the transaction details
with full particulars of the funds, financial assets or economic resources involved to the
Central Nodal Officer (CNO), designated as the authority to exercise powers under Section
12A of the WMD Act, 2005. A copy of the communication shall be_sent to State Nodal
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Officer, where the account / transaction is held and to the RBL

It may be noted that in terms of Paragraph 1 of the Order, Director, FIU-India has been
designated as the CNO

v. Bank shall refer to the designated list, as amended from time to time, available on the portal of
FIU-India. '

vi. In case there are reasons to believe beyond doubt that funds or assets held by a customer
would fall under the purview of clause (a) or (b) of sub-section (2) of Section 12A of the
WMD Act, 2005, Bank shall prevent such individual/entity from conducting ﬁg cial
transactions, under intimation to the CNO by email, FAX and by post, without delay% %w"

vii. In case an order to freeze assets under Section 12A is received by the Bank : tljg ‘CNO,
Bank shall, without delay, take necessary action to comply with the Order.

vii. The process of unfreezing of funds, etc., shall be observed as per parag’?%ig@"of the Order.
Accordingly, copy of application received from an individual/entit}gégpf&ing unfreezing
shall be forwarded by Bank along with full details of the asset/ftgzén, as given by the
applicant, to the CNO by email, FAX and by post, within two gg}%\ days.

i,

N ‘@:} » £
32. UNSCR 1718 Sanctions List of Designated Individuals s ’

Bank shall verify every day, the ‘UNSCR 1718 Sanctionsr*%'ﬂifstzf‘of Designated Individuals and
Entities‘, as available at https://www.mea.gov.inﬂmplerhgxﬁation-of-UNSC-Sanctions—DPRK.htm,
to take into account any modifications to the list in tetms ‘of additions, deletions or other changes
and also ensure compliance with the ‘hnplemeg%%ﬁ of Security Council Resolution on
Democratic People’s Republic of Korea Order, 2017 #a§ amended from time to time by the Central
Government. vt

®
A. In addition to the above, Bank shall take i»%‘?ﬁount — (a) other UNSCRs and (b) lists in the first
schedule and the fourth schedule g)‘f‘*’%}@& 1967 and any amendments to the same for
compliance with the Government %ﬁms on implementation of Section 51A of the UAPA and
Section 12A of the WMD Act. gv“%f%’”
f&’m %‘;
B. Bank shall undertake countermeasures when called upon to do so by any international or
intergovernmental organisation of which India is a member and accepted by the Central
Government.

P,

33. Jurisdictions thg&t é%ﬁot or insufficiently apply the FATF Recommendations
%M ;

i. FATF Statements circulated by Reserve Bank of India from time to time, and publicly available
information, for identifying countries, which do not or insufficiently apply the FATF
Recommendations, shall be considered. Bank shall apply enhanced due diligence measures, which
are effective and proportionate to the risks, to business relationships and transactions with natural

. and legal persons (including financial institutions) from countries for which this is called for by

% the FATF.

ii. Special attention shall be given to business relationships and transactions with persons (including
legal persons and other financial institutions) from or in countries that do not or insufficiently
apply the FATF Recommendations and jurisdictions included in FATF Statements.

Explanation: The processes referred to in (a) & (b) above do not preclude Bank from having
legitimate trade and business transactions with the countries and jurisdjetions mentioned in the
FATF statement.
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iii.The background and purpose of transactions with persons (including legal persons and other
financial institutions) from jurisdictions included in FATF Statements and countries that do not or
insufficiently apply the FATF Recommendations shall be examined, and written findings together
with all documents shall be retained and shall be made available to Reserve Bank/other relevant
authorities, on request.

33A. Bank shall encouraged to leverage latest technological innovations and tools for effective
implementation of name screening to meet the sanctions requirements.104Obligations under the

Unlawful Activities (Prevention) (UAPA) Act, 1967: %&
ne
Other Instructions ) ‘*’55 %K
34. Secrecy Obligations and Sharing of Information : %% ‘f,ie

i. Banks shall maintain secrecy regarding the customer information wh,re,‘l; arises outof the
contractual relationship between the banker and customer. . «;\

ii. Information collected from customers for the purpose of openin %f account shall be
treated as confidential and details thereof shall not be divulge af the purpose of cross
selling, or for any other purpose without the express permission: e customer.

iii. While considering the requests for data/information fromf,Government and other agencies,
banks shall satisfy themselves that the information bemgéséﬁg’ht is not of such a nature as will
violate the provisions of the laws relating to secrecy gﬁhé banking transactions.

y

iv. The exceptions to the said rule shall be as undex% ’f@w
{¥
a) Where disclosure is under compulsmn dfgafff

b) Where there is a duty to the public toggégblose
¢) the interest of bank requires dlSClQSU ‘e and
d) Where the disclosure is made@égl% thie express or implied consent of the customer.

34A. Compliance with the prov;sm@s of Foreign Contribution (Regulation) Act, 2010

Banks shall ensure adherence to the provisions of Foreign Contribution (Regulation) Act, 2010
and Rules made thereunder. Further, banks shall also ensure meticulous compliance with any
instructions / communications on the matter issued from time to time by the Reserve Bank based
on advice received from the Ministry of Home Affairs, Government of India.

35. CDD Proced )%% %d sharing KYC information with Central KYC Records Registry
(CKYC

Go %ment of India has authorised the Central Registry of Securitisation Asset
;@Re&’)nstructlon and Security Interest of India (CERSAI), to act as, and to perform the

% %_functions of the CKYCR vide Gazette Notification No.S.0. 3183(E) dated November 26,
2015.

{ %% ii. In terms of provision of Rule 9(1A) of PML Rules, the Bank shall capture customer’s KYC
records and upload onto CKYCR within 10 days of commencement of an account-based
relationship with the customer.

iii. Operational Guidelines for uploading the KYC data have been released by CERSAL

iv.Bank shall capture the KYC information for sharing with the CKYCR in the manner
mentioned in the Rules, as per the KYC templates prepared for ‘Individuals’ and ‘Legal

Entities’ as the case may be. The templates may be revised from time, as may be
required and released by CERSAL 3

me-$
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V.

vi.

vii.

viil.

I%.

X.

c"' )
vd
v gua®

The ‘live run’ of the CKYCR started from July 15, 2016 in phased manner beginning with
new ‘individual accounts’. Accordingly, Scheduled Commercial Banks (SCBs) are required
to invariably upload the KYCdata pertaining to all new individual accounts opened on or
after January1, 2017, with CKYCR. 39 SCBs were initially allowed time up-to February 1,
2017, for uploading data in respect of accounts opened during January 2017. Bank other
than SCBs were required to start uploading the KYC data pertaining to all new individual
accounts opened on or after from April 1, 2017, with CKYCR in terms of the provisions
of the Rules ibid. )
A

Bank shall upload KYC records pertalmng to accounts of Legal Entities opened on Qfgﬁgefr
April 1, 2021, with CKYCR in terms of the provisions of the Rules ibid. ”E%Le%KwY C
records have to be uploaded as per the Legal Entities Template released by CE’%;SAI i

Once KYC Identifier is generated by CKYCR, Bank shall ensure thjglt thy ame 1is
communicated to the individual/LE as the case may be. «&ggcw

In order to ensure that all KYC records are incrementally uploade ;% CKYCR bank
shall upload/update the KYC data pertaining to accounts of 1n%v1@u customers and LEs
opened prior to the above-mentioned dates as per clauses (’V'f& g(v1), respectively, at the
time of periodic updation as specified in paragraph 23 of thls‘%jmlcy, or earlier, when the
updated KYC information is obtained/received from t}géé“‘customer Also, whenever the
bank obtains additional or updated information from a&y tomer as per clause (x) below

in this paragraph or Rule 9 (1C) of the PML Rlﬂ bank shall within seven days or
within such period as may be notified by the ral Government, furnish the updated
information to CKYCR, which shall update /C records of the existing customer in

CKYCR. CKYCR shall thereafter inform elg:cﬁ'ﬁmcally all the reporting entities who have
dealt with the concerned customer regarg %pdatlon of KYC record of the said customer.
Once CKYCR informs the bank re an update in the KYC record of an existing
customer, the bank shall retrieve «th% dated KYC records from CKYCR and update the
KYC record maintained by the béggz

Bank shall ensure that gurgﬁﬁg«’perlodlc updatxon the customers are migrated to the current
CDD standard. '

For the purpose of esf l‘f‘ghing an account-based relationship, updation/ periodic updation
or for verificatiofifaf identity of a customer, the bank shall seek the KYC Identifier from
the customer 5‘%; ieve the KYC Identifier, if available, from the CKYCR and proceed to
obtain KY€ # r?qgords online by using such KYC Identifier and shall not require a customer
to subl}gffégfé same KYC records or information or any other additional identification
doc%m%f%s or details, unless—

é%there is a change in the information of the customer as existing in the records of
”CKYCR or

b)the KYC record or information retrieved is incomplete or is not as per the current
applicable KYC norms; or

c) the validity period of downloaded documents has lapsed; or

d)the bank considers it necessary in order to verify the identity or address (including
current address) of the customer, or to perform enhanced due diligence or to build an
appropriate risk profile of the customer.
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36. Reporting requirement under Foreign Account Tax Compliance Act (FATCA) and
Common Reporting Standards (CRS)

Under FATCA and CRS, Bank shall adhere to the provisions of Income Tax
Rules 114F, 114G and 114H and determine whether they are a Reporting Financial Institution
as defined in Income Tax Rule 114F and if so, shall take following steps for complying with
the reporting requirements:

(a) Register on the related e-filling portal of Income Tax Department as Reporting Fma@%k
Institutions at the link https://incometaxindiaefiling.gov.in/ post login --> My Ag
-> Register as Reporting Financial Institution,

(b) Submit online reports by using the digital signature of the ‘Designated DlI‘GC%% b elther
uploading the Form 61B or “NIL’ report, for which, the schema preparg%by Central
Board of Direct Taxes (CBDT) shall be referred to.

Explanation: Bank shall refer to the spot reference rates published Qﬁ@g%lgn Exchange
Dealers’ Association of India (FEDALI) on their website at htt //%::WW fedai.org.in/

RevaluationRates.aspx for carrylng out the due diligence grocédure for the purposes of
identifying reportable accounts in terms of Rule 114H.

(c) Develop Information Technology (IT) framework forsg: -w X ng out due diligence
procedure and for recording and maintaining thessathe,ias provided in Rule 114H.

(d) Develop a system of audit for the IT framework%?&comphance with Rules 114F, 114G
and 114H of Income Tax Rules.

(e) Constitute a “High Level Monitoring Comhgﬁyt%@%” under the Designated Director or any
other equivalent functionary to ensure iance.

(f) Ensure compliance with updated instru tlons/ rules/ guidance notes/ Press releases/ issued
on the subject by Central Boardgﬁ“ﬁvp tect Taxes (CBDT) from time to time and available
on the web site http://www. 19}5;%nretaxmdn gov.in/Pages/default.aspx. Bank may take
note of the followmg " %;’%

@» S
i. updated Guidance Note on FATCA and CRS
ii. apress release on ‘Closure of Financial Accounts’ under Rule 114H (8).
& g’%“gg

37. Period for prese%?ihg"bayment instruments

Payment of e§/drafts/pay orders/banker’s cheques, if they are presented beyond the period
of three mo%& om the date of such instruments, shall not be made.

N

38, Qé?;gtlon of Bank Accounts & Money Mules

%The instructions on opemng of accounts and monitoring of transactions shall be strictly adhered
to, in order to minimise the operations of “Money Mules” which are used to launder the
proceeds of fraud schemes (e.g., phishing and identity theft) by criminals who gain illegal access
to deposit accounts by recruiting third parties which act as “money mules.” Banks shall
undertake diligence measures and meticulous monitoring to identify accounts which are operated
as Money Mules and take appropriate action, including reporting of suspicious transactions to
FIU-IND. Further, if it is established that an account opened and operated is that of a Money
Mule, but no STR was filed by the concerned bank, it shall then be deemed that the bank has not
complied with these directions. 7
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i. Collection of Account Payee Cheques

Account payee cheques for any person other than the payee constituent shall not be collected.
Banks shall, at their option, collect account payee cheques drawn for an amount not exceeding
rupees fifty thousand to the account of their customers whoare co-operative credit societies,
provided the payees of such cheques are the constituents of such co-operative credit societies.

ii.Unique Customer Identification Code (UCIC)

A Unique Customer Identification Code (UCIC) shall be allotted while entering mt&g}new

relationships with individual customers as also the existing customers by bank. % 5@ ﬁa
o

The bank shall, at their option, not issue UCIC to all walk-in/occasional customers , Suth as

buyers of pre-paid instruments/purchasers of third party products provided it 1s%§ﬁred that

there is adequate mechanism to identify such walk-in customers who have %q}lent actions
with them and ensure that they are allotted UCIC. e %"’m
"5‘/”

iii. Introduction of New Technologies
”% b
Bark shall identify and assess the ML/TF risks that may arisc in 1 élation to the development of
new products and new business practices, including new de ery mechanisms, and the use of
new or developing technologies for both new and pre- ex1st11;1 oducts.

_ o Al
Further, Bank shall ensure: %’%&}f
(a) to undertake the ML/TF risk assessments’ pg;%f' to the launch or use of such products,
practices, services, technologies; and x}*f’;- Ry
%zé’
(b) adoption of a risk-based approgch% jnanage and mitigate the risks through appropriate
EDD measures and transaction n@@o&ig, etc.
#
Ms;%"
| S
The Bank i.e. the Janata %)9 Sigeranve Bank Ltd. is having Real Time Gross Settlement(RTGS),
National Electronic Fund® sfer(NEFT), Automated Teller Machine(ATM), National

Autometed Clearin ilf;g se(NACH), Immediate Payment System (IMPS), Point of Sale (POS),

39. Correspondent Bankmg

Unified Payment ce (UPI), issue of cheque at par facility, Constituent Subsidiary General
Ledger(CSGL) & arrangements with HDFC Bank Ltd. and NPCI for which the necessary
approval ofﬁgﬁ Board of Directors has been obtained prior to making these such arrangements
and a;&;:ﬂgﬁts to this effect have also signed by both the parties.

,ﬁx
40. Wire Transfer

"%W rmation requirements for wire transfers for the purpose of this Master Direction:

%%%1 All cross-border wire transfers shall be accompanied by accurate, complete, and meaningful
originator and beneficiary information as mentioned below:

a) name of the originator;

b) the originator account number where such an account is used to process the transaction;

¢) the originator’s address, or national identity number, or customer identification number, or
date and place of birth;

d) name of the beneficiary; and
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e) the beneficiary account number where such an account is used to process the transaction.
f) In the absence of an account, a unique transaction reference number should be included
which permits traceability of the transaction.

ii. In case of batch transfer, where several individual cross-border wire transfers from a single
originator are bundled in a batch file for transmission to beneficiaries, they (i.e., individual
transfers) are exempted from the requirements of clause (i) above in respect of originator
information, provided that they include the originator’s account number or unique transaction
reference number, as mentioned above, and the batch file contains required and acty ate
originator information, and full beneficiary information, that is fully traceable vgg%e
beneficiary country. PR

4 . };

iii. Domestic wire transfer, where the originator is an account holder of the ordering Eg%kf shall be
accompanied by originator and beneficiary information, as indicated fo‘f%@gg-border wire
transfers in (i) and (ii) above. Na S 4

My ¥
P O

iv. Domestic wire transfers of rupees fifty thousand and above, where the originator is not an
account holder of the ordering Bank, shall also be accompanied by originator and beneficiary
information as indicated for cross-border wire transfers.

,,;“:fg}‘y L

by

In case of domestic wire transfers below rupees fifty tl;pus% where the originator is not an
account holder of the ordering RE and where the infoxmation accompanying the wire transfer
can be made available to the beneficiary Bank and %%glgﬁiiriate authorities by other means, it is
sufficient for the ordering Bank to include a unigﬁ%fmnsaction reference number, provided that
this number or identifier will permit the tragg;ﬁig}oﬁ to be traced back to the originator or the
beneficiary. & 3

The ordering Bank shall make the infotm ffpn available within three working/business days of

%

receiving the request from the intérmediary Bank, beneficiary Bank, or from appropriate

competent authorities. ,;x%’f

Fd o

v. Bank shall ensure that all the information on the wire transfers shall be immediately made
available to appropriate law enforcement authorities, prosecuting / competent authorities as well
as FIU-IND on receiving such requests with appropriate legal provisions.

P ) ;
vi. The wire trarbiféj@nstructlons are not intended to cover the following types of payments:
oy,
»

i A ygt;a% fer that flows from a transaction carried out using a credit card / debit card /
Prepaid Payment Instrument (PPI), including through a token or any other similar reference
string associated with the card / PPI, for the purchase of goods or services, so long as the

lzﬂ' o o o o o
J;gredlt or debit card number or PPI id or reference number accompanies all transfers flowing
%j from the transaction. However, when a credit or debit card or PPI is used as a payment
N %~ system to effect a person-to-person wire transfer, the wire transfer instructions shall apply to

s e such transactions and the necessary information should be included in the message.

(ii) Financial institution-to-financial institution transfers and settlements, where both the
originator person and the beneficiary person are regulated financial institutions acting on
their own behalf.

It is, however, clarified that nothing within these instructions will impact the obligation of
an bank to comply with applicable reporting requirements under PML Act, 2002, and the
Rules made thereunder, or any other statutory requirement in force. oo
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B. Responsibilities of ordering Bank, intermediary Bank and beneficiary Bank, effecting wire
transfer, are as under:

i. Ordering Bank :

a) The ordering Bank shall ensure that all cross-border and qualifying domestic wire
transfers {viz., transactions as per clauses (iii) and (iv) of paragraph ‘A’ above}, contain
required and accurate originator information and required beneficiary information, as
indicated above. :

b) Customer Identification shall be made if a customer, who is not an account holder %g«
ordering Bank is intentionally structuring domestic wire transfers below rupegs
thousand to avoid reporting or monitoring. In case of non-cooperation from Qie cus“E@imer
efforts shall be made to establish identity and if the same transaction is gp to be
suspicious, STR may be filed with FIU-IND in accordance with the P%ules

s

¢) Ordering Bank shall not execute the wire transfer if it is not able mply with the

requirements stipulated in this section. /,,&% =
Vo N
P
o . & % e
ii. Intermediary Bank : Rag b
G

a) Bank processing an intermediary element of a chain of %ff transfers shall ensure that all
originator and beneficiary information accompangln re transfer is retained with the
transfer. -

il
A

Y

b) Where technical limitations prevent the red g(f' ongmator or beneficiary information
accompanying a cross-border wire transfer‘ﬁ*gdﬁ’l remaining with a related domestic wire
transfer, the intermediary Bank shall # a record, for at least five years, of all the
information received from the orderm%%anmal institution or another intermediary Bank.

*,;w

¢) Intermediary Bank shall take reas&naﬁli%neasures to identify cross-border wire transfers that
lack required originator inf tion or required beneficiary information. Such measures
should be consistent wiﬂf“stfaj at-through processing.

d) Intermediary Bank shall*have effective risk-based policies and procedures for determining:
(a) when to execu,feﬁ%eject or suspend a wire transfer lacking required originator or required
beneficiary mf%‘ign&tfon, and (b) the appropnate follow—up action including seeking further
information ééﬁ'de- if the transaction is found to be suspicious, reporting to FIU-IND in

accordm;%f‘?m ith the PML Rules.

?i}ank

iii. Bemefici

a) ] Beneﬁmary Bank shall take reasonable measures, including post-event monitoring or real-

{Aime momtonng where feasible, to identify cross-border wire transfers and qualifying

% omestic wire transfers {viz., transactions as per clauses (iii) and (iv) of paragraph ‘A’
4% above}, that lack required originator information or required beneficiary information.

b) Beneficiary Bank shall have effective risk-based policies and procedures for determining: (a)
when to execute, reject, or suspend a wire transfer lacking required originator or required
beneficiary information; and (b) the appropriate follow-up action follow-up action including
seeking further information and if the transaction is found to be suspicious, reporting to FIU-
IND in accordance with the PML Rules.

iv. Money Transfer Service Scheme (MTSS) providers and other REs, are requi
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directly or through their agents. Bank that control both the ordering and the beneficiary side
of a wire transfer shall:

a) take into account all the information from both the ordering and beneficiary sides in order
to determine whether an STR has to be filed; and

b) file an STR with FIU, in accordance with the PML Rules, if a transaction is found to be
suspicious.

B. Other Obligations jﬁ% #

i. Obligations in respect of Bank engagement or involvement with unregulated entltféﬁ’f‘f the
process of wire transfer

compliance, in respect of engagement or involvement of any unregul sgntities in the
process of wire transfer. More specifically, whenever there is involve any unregulated
entities in the process of wire transfers, the concerned Bank shall Be,, lly responsible for
information, reporting and other requlrements and therefore shall ¢ vuré inter alia, that,
a) there is unhindered flow of complete wire transfer 1nforma' 7as mandated under these
directions, from and through the unregulated entities 1nVQ;,ved

W
Bank shall be cognizant of their obligations under these 1nstruct10n,% %nd e%éﬁ‘e strict

b) the agreement / arrangement, if any, with such uﬁr%%lated entities by Bank clearly
stipulates the obligations under wire transfer 1nstr4§t13‘fls, and

%

c) a termination clause is available in their agreemeﬁtf/ arrangement, if any, with such entities
so that in case the unregulated ent1t1e afe/“unable to support the wire information
requirements, the agreement / arran t can be terminated. Existing agreements /
arrangements, if any, with such entxt;xé&ﬁhall be reviewed within three months to ensure
aforementioned requirements. fﬁ%‘%

e‘ ﬁ @

ii. Bank respons1b111ty while undert g 7cross-border wire transfer with respect to name
screening (such that they do/n%& process cross-border transactlons of designated persons and
entities) %x

Bank are prohlblted f?&zg;@conductmg transactions with designated persons and entities and
accordingly, in ad ion to compliance with Chapter IX of the Master Direction, Bank shall
ensure that the process cross-border transactions of designated persons and entities.

iii. Banks’ respor(gd&thty to fulfil record management requirements

Comple tg;% g'}hator and beneﬁmary information relating to wire transfers shall be preserved by
the. «B volved in the wire transfer, in accord

41. Iﬁ} ﬁ and Payment of Demand Drafts, etc.,

P Ky remittance of funds by way of demand draft, mail/telegraphic transfer/NEFT/IMPS or any
"4 ‘bther mode and issue of travelers’ cheques for value of rupees fifty thousand and above shall be

effected by debit to the customer’s accountor against cheques and not against cash payment.
Further, the name of the purchaser shall be incorporated on the face of the demand draft, pay

order, banker’s cheque, etc., by the issuing bank. These instructions shall take effect for such
instruments issued on or after September 15, 2018.
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42. Quoting of PAN

Permanent account number (PAN)or equivalent e-document thereof of customers shall be
obtained and verified while undertaking transactions as per the provisions of Income Tax
Rule 114B applicable to banks, as amended from time to time. Form 60 shall be obtained from
persons who do not have PAN or equivalent e-document thereof.

43. Selling Third party products

Bank acting as agents while selling third party products as per regulations in force from t1 to
time shall comply with the following aspects for the purpose of these directions: &‘ &&y ﬁ,f‘i

i. the identity and address of the walk-in customer shall be verified for transaction%%gvé rupees
fifty thousand as required under Section 13(e) of this Directions. i

ii. transaction details of sale of third party products and related records slézf:gé“mamtamed as
prescribed in Chapter VII Section 46 of Chapter VIL ,&%

’,M‘

iii. AML software capable of capturing, generating and analysing % f@r the purpose of filing
CTR/STR in respect of transactions relating to third party pro tss’w1th customers including
walk-in customers shall be available.

4 &
iv. transactions involving rupees fifty thousand and abov%é%%‘ﬂ be undertaken only by:
a) debit to customers’ account or against cheques; %%
b) obtaining and verifying the PAN given by th d&%ﬁmt based as well as walk-in customers.

v. Instruction at ‘d’ above shall also app, ff%ale of Bank own products, payment of dues of
credit cards/sale and reloading of p}' ravel cards and any other product for rupees fifty

thousand and above. &@ -

44. At-par cheque facility ;/ %W’

i.  Bank have arrangeme%s with HDFC bank Ltd. under use the cheque book facilityto issue ‘at
par’ cheques to if stituents and walk-in- customers for effecting their remittances and

s b
payments. Sin » par’ cheque facility offered by HDFC Bank Ltd. is in the nature of
correspond banking arrangement, branch should monitor and review such arrangements to
assesst %gg>'1ncludmg credit risk and reputational risk arising therefrom. For this purpose,

bran d retain the rightto verify the records maintained of client branch for compliance

extant instructions on KYC and AML under such arrangements.
ﬁ’i is regard branches are advised to utilize the ‘at par’ cheque facility only for the following

f&%{;@ 0ses:

g“’& &%\ ¥ a) For their own use.

b) For their account holders who are KYC complaint provided that all transactions of
Rs.50,000/- or more should be strictly by debit to the customer’s account.

¢) For walk-in customers against cash for less than Rs.50,000/- per individual.

following:
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a) Records pertaining to issuance of ‘at par’ cheques covering inter alia apphcant’s name
and account number, beneficiary’s details and date of issuance of the ‘at par’ cheque.

b) Sufficient balances/drawing arrangements with the commercial bank extending such
facility for purpose of honouring such instruments.

Branches should also ensure that all ‘at par’ cheques issued by them arecrossed ‘account
payee’ irrespective of the amount involved.
@%’ @
45, Issuance of Prepaid Payment Instruments (PPIs) : bW

%w

" PPI issuers shall ensure that the instructions issued by Department of Payment and %;yent
System of Reserve Bank of India through their Master Direction are strictly adheged to

46. Hiring of Employees and Employee training :”’%}%ﬁ’
»
i. Adequate screening mechanism, including Know Your Employee / Staff émhéy, as an integral part
of their personnel recruitment/hiting process shall be put in place i;f

iii. Banks shall endeavour to ensure that the staff dealing with / being defoyed for KYC/AML/CFT
matters have: high integrity and ethical standards, fjgood understanding of extant
KYC/AML/CFT standards, effective communication sklﬂs «afid ability to keep up with the
changing KYC/AML/CFT landscape, nationally and j ‘fé‘ffiatlonally REs shall also strive to
develop an environment which fosters open commmﬁéatfen and high integrity amongst the staff.

iv. On-going employee training programme shall ge%}ﬁ&'m place so that the members of staff are
adequately trained in KYC/AML/CFT policys ‘Fiae focus of the training shall be different for
frontline staff, compliance staff and staff cle uafé with new customers. The front desk staff shall
be specially trained to handle issues arl from lack of customer education. Proper staffing of
the audit function with persons adeq a’f’ély rained and well-versed in KYC/AML/CFT policies
of the Bank, regulation and related isst&s shall be ensured.

f"%}}

ﬂ‘%%w;
;
£

A
47. Penalty for non compliance

i. Section 13 of the Preventiotiof Money Laundering Act, 2002 confers following powers on the
Director, FIU-IND to g%ge compliance.

,
a) The D1rectog"ma§?” elther of his own motion or on an apphcatlon made by any authority,
officer orpe §on make such inquiry or cause such inquiry to be made,as he thinks fit to be
necessa@eyvﬁh regard to the obligations of the reporting entity, under this Chapter.

b) If%i}wstage of inquiry or any other proceedings before him, the Director having regard to

the ngture and complexity of the case, is of the opinion that it is necessary to do so, he may

Mﬁ ect the concerned reporting entity to get its records, as may be specified, audited by an

i%%@%’%ﬁccountant from amongst a panel of accountants, maintained by the Central Government for
this purpose.

c) The expenses of, and incidental to, any audit under sub-section (1A) shall be borne by the
Central Government.

d) If the Director, in the course of any inquiry, finds that a reporting entity or its designated
director on the Board or any of its employees has failed to complywith the obligations
under this Chapter, then, without prejudice to any other action that may be taken under any
other provisions of this Act, he may-
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(i) Issue a warning in writing; or

(ii) direct such reporting entity or its designated director on the Board or any of its
employees, to comply with specific instructions; or

(iii) direct such reporting entity or its designated director on the Board or any of its
employees, to send reports at such interval as may be prescribed on the measures it is
taking; or

(iv) by an order, impose a monetary penalty on such reporting entity or its designated
director on the Board or any of its employees, which shall not be less thé% ten
thousand rupees but may extend to one lakh rupees for each failure. % g o

"15«;» o
e) The Director shall forward a copy of the order passed under sub-section (2) to- é&ﬁry )Bankmg
Company, Financial Institution or Intermediary or person who is a party to proce%ﬂ’ng under

%9
that sub-section. @uw
f?ffﬁ% \,w
% - - M
ii. General Guidelines : 5;»;*?«"
a) Confidentiality of customer information: %f;«g‘"’% hd
&

Branches are advised that Information collected from customers féf the purpose of opening of
account is to be treated as confidential and details thercg)f ghould not be divulged for the
purpose of cross selling, etc. Information sought from ;pé clistomer should be relevant to the
perceived risk and be non-intrusive. Any other in oxmatlon that is sought from the customer
should be called for separately only after the acggu%t “has been opened, with his/her express
consent and in a different form, distinctly sepéna from the application form. It should be
indicated clearly to the customer that provu;q)g‘guc information is optional.

b) Adherence to Know Your Customer gl@aﬁt&ﬁ‘f guidelines.

Avoiding hardship to customers: { i ’%}r

Branches should keep in mind ;he%ﬁ?nt of the instructions issued by the Reserve Bank/Head
Office so as to avoid updue@a@shlps to individuals whoare otherwise classified as low risk

customers. %

4‘
i

v el

¢) Concurrent Auditor,
To verify and re&%{g@ﬁs comments on the effectiveness of measures taken by branches/ level
of 1mplementa&ﬁ% KYC guidelines.

o \‘f{x’
.J,‘(« w2
/3{» W

48. Concluswng% 'f"i

This pohcgf’?mll be taken up for review as and when there are major changes in the environment
arlsx%ggut of changes in the KYC policy of Reserve Bank of India, fiscal policy of Government
w&e@p However, in the absence of any such changesin the economic and banking scenario, this
‘é'gg,\ ﬁm}lcy will continue to be in force. The changes made by the RBI and Government of India must
: %&be complied with and the Policy should be revised/rectified and amended accordingly. This policy
has been framed and shall be valid till it is revised. It is clarified that bank will endeavor to
meticulously adhere to the provisions of the master circular Know Your Customers(KYC) Master
Direction DBR.AML.BC.No0.81/14.01.001/2015-16 dated February 25, 2016 updated upto
November 6, 2024 and Circular No.DOR.AML.REC.31/14.01.001/ 2025-26 dated June 12, 2025
as updated from time to time. An updated copy of the said direction will be provided to all the
branches and their implementation will be closely monitored by the Inspection and Audit
Compliance Sub-Committee which will submit periodically reports to th Management.

ForThe J
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Annex |
- Digital KYC Process

A. The BANK shall develop an application for digital KYC pfocess which shall be made available
at customer touch points for undertaking K'YC of their customers and the KYC process shall be
undertaken only through this authenticated application of the BANKs.

B. The access of the Application shall be controlled by the Bank and it should be ensured that the
same is not used by unauthorized persons. The Application shall be accessed only through
login-id and password or Live OTP or Time OTP controlled mechanism given by Bank to its
authorized officials.

w%gﬁ‘dg
C. The customer, for the purpose of KYC, shall visit the location of the authorized official of the
BANK or vice-versa. The original OVD shall be in possession of the custquelj{f’??ff"
D. The Bank must ensure that the Live photograph of the customer is taken by the authorized
officer and the same photograph is embedded in the Customer Application Form (CAF).
Further, the system Application of the Bank shall put a water-mark in Bankadable form having
CAF number, GPS coordinates, authorized official’s name, unique employee Code (assigned
by Bank) and Date (DD:MM:YYYY) and time stamp_ (HH:MM:SS) on the captured live
photograph of the customer. %j*“
E. The Application of the Bankshall have the feature that only live photograph of the customer is
captured and no printed or video-graphed photograph of the customer is captured. The
background behind the customer while capturing live photograph should be of white colour and
no other person shall come into the frame while capturing the live photograph of the customer.
{& ‘:%:::%%’%;x

F. Similarly, the live photograph of the original OVD or proof of possession of Aadhaar where
offline verification cannot be carried out (placed horizontally), shall be captured vertically from
above and water-marking in readable form as mentioned above shall be done. No skew or tilt in
the mobile device shall be there while capturing the live photograph of the original documents.

g :

G. The live photograph of the customer and his original documents shall be captured in proper

light so that they are clearly readable and identifiable.
CNA

H. Thereafter, all the entries in the CAF shall be filled as per the documents and information
furnished by the customer. In those documents where Quick Response (QR) code is available,
such details can be auto-populated by scanning the QR code instead of manual filing the
details. For example, in case of physical Aadhaar/e-Aadhaar downloaded from UIDAI where
QR code is available, the details like name, gender, date of birth and address can be auto-

ﬁvj%%f"*%pppulated by scanning the QR available on Aadhaar/e-Aadhaar.

&;@J. Once the above mentioned process is completed, a One Time Password (OTP) message
containing the text that ‘Please verify the details filled in form before sharing OTP’ shall be
sent to customer’s own mobile number. Upon successful validation of the OTP, it will be
treated as customer signature on CAF. However, if the customer does not have his/her own
mobile number, then mobile number of his/her family/relatives/known persons may be used for
this purpose and be clearly mentioned in CAF. In any case, the mobile number of authorized
officer registered with the Bank shall not be used for customer signature. The Bank must check
that the mobile number used in customer signature shall not be the mobile number of the
authorized officer. =3
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J. The authorized officer shall provide a declaration about the capturing of the live photograph of

customer and the original document. For this purpose, the authorized official shall be verified
with One Time Password (OTP) which will be sent to his mobile number registered with the
Bank. Upon successful OTP validation, it shall be treated as authorized officer’s signature on
the declaration. The live photograph of the authorized official shall also be captured in this
authorized officer’s declaration.

K. Subsequent to all these activities, the Application shall give information about the completion

of the process and submission of activation request to activation officer of the Bank, and also_
generate the transaction-id/reference-id number of the process. The authorized officer shall’
intimate the details regarding transaction-id/reference-id number to customer for future

reference. %:,,;, %

. The authorized officer of the Bank shall check and verify that:- (i) information ".‘ewailéble in the

picture of document is matching with the information entered by authorized officer in CAF. (ii)
live photograph of the customer matches with the photo available in the document.; and (iii) all
of the necessary details in CAF including mandatory field are filled properly.;

(
g &. W’%

M. On Successful verification, the CAF shall be digitally signed by authorized officer of the Bank

who will take a print of CAF, get s1gnatures/thumb-unpressmn of customer at appropriate
place, then scan and upload the same in system. Ongma} hard copy may be returned to the
customer. T e

o
&
K-

Banks may use the services of Busmess Correspondent (BC) for this process.
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Annex I

File No. 14014/01/2019/CFT
Government of India
Ministry of Home Affairs
CTCR Division

ORDER f&% .
L ¥4 &» j;\'

Subject: - Procedure for implementation of Section 51A of the Unlawful Activities ﬁPrevgny_tion)
Act, 1967- : wﬁi% . f‘rf&x\
o

Section 51A of the Unlawful Activities (Prevention) Act, 1967 (UAPA) reads as under;-w»

0\%%:%; d
"51A. For the prevention of, and for coping with terrorist activities, the Central Government shall have
power to — oy 04

a. freeze, seize or attach funds and other financial assets or economic resources held by, on behalf
of or at the direction of the individuals or entities listed in the Schedule to the Order, or any
other person engaged in or suspected to be engaged in terrorism;

b. prohibit any individual or entity from making any funds, financial assets or economic resources
or related services available for the benefit of the individuals or entities listed in the Schedule
to the Order or any other person engaged in or suspected to be engaged in terrorism;

c. prevent the entry into or the transit through India of individuals listed in the Schedule to the
Order or any other person engaged in or sggpgg}ed to be engaged in terrorism".

The Unlawful Activities (Prevention) Act, 1967 aet}nes "Order" as under: -
%, J
"Order" means the Prevention and Suppression of Terrorism (Implementation of Security Council
Resolutions) Order, 2007, as ma}; be arpended from time to time.
&
-t P
2. Tn order to ensure expeditious and effective implementation of the provisions of Section 51A, a

revised procedure is outlined below in supersession of earlier orders and guidelines on the subject:
Py, bt

xS

3. Appointment ang ngglﬁmunication details of the UAPA Nodal Officers:
%
3.1 The Joint Secretary (CTCR), Ministry of Home Affairs would be the Central [designated] Nodal
Officer for the UAPA [Telephone Number: 011-23092456, 011-230923465 (Fax), email
address: yLsctcr—mha@gov.in].
&
3.2 The Ministry of External Affairs, Department of Economic Affairs, Ministry of Corporate Affairs,

~Foreigners Division of MHA, FIU-IND, Central Board of Indirect Taxes and Customs (CBIC) and

" Financial Regulators (RBI, SEBI and IRDA) shall appoint a UAPA Nodal Officer and communicate

the name and contact details to the Central [designated] Nodal Officer for the UAPA.
3.4 All the States and UTs shall appoint a UAPA Nodal Officer preferably of the rank of the Principal

Secretary/Secretary, Home Department and communicate the name and contact details to the Central
[designated] Nodal Officer for the UAPA.
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3.5 The Central [designated] Nodal Officer for the UAPA shall maintain the consolidated list of all
UAPA Nodal Officers and forward the list to all other UAPA Nodal Officers, in July every year or as
and when the list is updated and shall cause the amended list of UAPA Nodal Officers circulated to all
the Nodal Officers. : '

3.6 The Financial Regulators shall forward the consolidated list of UAPA Nodal Officers to the banks,

S
N

stock exchanges/depositories, intermediaries regulated by SEBI and insurance companies. .

&
W, v
G

3.7 The Regulators of the real estate agents, dealers in precious metals & stones (DPMS) and DNFBPS
shall forward the consolidated list of UAPA Nodal Officers to the real estate agents,%dealers in
k@gf}'

precious metals & stones (DPMS) and DNFBPs.

4. Communication of the list of designated individuals/entities: Na™
s
4.1 The Ministry of External Affairs shall update the list of individuals and entities subject to the UN
sanction measures whenever changes are made in the lists by the UNSC 1267 Committee pertaining to
Al Qaida and Da’esh and the UNSC 1988 Committee pertaining to Taliban. On such revisions, the
Ministry of External Affairs would electronically forward the changes without delay to the designated
Nodal Officers in the Ministry of Corporate Affairs, CBIC, Financial Regulators, FIU-IND, CTCR
Division and Foreigners Division in MHA. %& %:{

4.2 The Financial Regulators shall forward the list of designated persons as mentioned in Para 4(i)
above, without delay to the banks, stock exchanges/ depositories, intermediaries regulated by SEBI
and insurance companies. ” w&g ’

N
A

43 The Central [designated] Nodal Officer for the UAPA shall forward the designated list as
mentioned in Para 4(i) above, to all the UA;A Nodal Officers of States/UTs without delay.

)
4.4 The UAPA Nodal Officer in Foreigners Division of MHA shall forward the designated list as
mentioned in Para 4(i) above, to t%gﬁ_ immigration authorities and security agencies without delay.

4.5 The Regulators of the real estate agents, dealers in precious metals & stones (DPMS) and DNFBPs
shall forward the list of designated persons as mentioned in Para 4(i) above, to the real estate agents,
dealers in precious m@tag & stones (DPMS) and DNFBPs without delay.
5. Regarding funds, financial assets or economic resources or related services held in the form of
bank accounts, stocks or Insurance policies etc.

o W;,’
5.1 The Financial Regulators will issue necessary guidelines to banks, stock exchanges/depositories,
intermediaries regulated by the SEBI and insurance companies requiring them -

& B
f;’&:&@. %9

* (i) To maintain updated designated lists in electronic form and run a check on the given parameters on
a daily basis to verify whether individuals or entities listed in the Schedule to the Order, hereinafter,
referred to as designated individuals/entities are holding any funds, financial assets or economic
resources or related services held in the form of bank accounts, stocks, Insurance policies etc., with
them.

56




(i) In case, the particulars of any of their customers match with the particulars of designated
individuals/entities, the banks, stock exchanges/depositories, intermediaries regulated by SEBI,
insurance companies shall immediately inform full particulars of the funds, financial assets or
economic resources or related services held in the form of bank accounts, stocks or Insurance policies
etc., held by such customer on their books to the Central [designated] Nodal Officer for the UAPA, at
Fax No.011-23092551 and also convey over telephone No. 011-23092548. The particulars apart from
being sent by post shall necessarily be conveyed on email id: jscter-mha@gov.in.

(iii) The banks, stock exchanges/depositories, intermediaries regulated by SEBI and insurance
companies shall also send a copy of the communication mentioned in 5.1 (ii) above to the UAPA
Nodal Officer of the State/UT where the account is held and to Regulators and FIU-IND, as the case
may be, without delay. X

W, P
W,
}f;‘%,,’

(iv) In case, the match of any of the customers with the particulars of designated individuals/entities is
beyond doubt, the banks, stock exchanges/depositories, intermediaries regulated by SEBI and
insurance companies shall prevent such designated persons from conducting financial transactions,
under intimation to the Central [designated] Nodal Officer for the UAPA at Fax No.01 1-23092551 and
also convey over telephone No.011-23092548. The particulars apart from being sent by post should
necessarily be conveyed on e-mail id: jscter-mha@gov.in, without delay. e
(v) The banks, stock exchanges/depositories, intermediaries regulated by SEBI, and insurance
companies shall file a Suspicious Transaction Report (STR) with FIU-IND covering all transactions in
the accounts, covered under Paragraph 5.1(ii) above, carried through or attempted as per the prescribed
format. g

}/\,,;;

o Mo,
5.2 On receipt of the particulars, as referred to in Paragraph 5 (i) above, the Central [designated] Nodal
Officer for the UAPA would cause a verification to be conducted by the State Police and/or the Central
Agencies so as to ensure that the individuals/ entities identified by the banks, stock
exchanges/depositories, intermediaries and insurance companies are the ones listed as designated
individuals/ entities and the funds, financial assets or economic resources or related services, reported
by banks, stock exchanges/depositories, intermediaries regulated by SEBI and insurance companies are
held by the designated individuals/entities. This verification would be completed expeditiously from
the date of receipt of such par}iculars.‘
5.3 In case, the results of the verification indicate that the properties are owned by or are held for the
benefit of the designated individuals/entities, an orders to freeze these assets under Section 51A of the
UAPA would be issued by the Central [designated] nodal officer for the UAPA without delay and
conveyed electronically to the concerned bank branch, depository and insurance company under
intimation to respective Regulators and FIU-IND. The Central [designated] nodal officer for the
UAPA shall also forward a copy thereof to all the Principal Secretaries/Secretaries, Home Department
of the States/UTs and all UAPA nodal officers in the country, so that any individual or entity may be
prohibited from making any funds, financial assets or economic resources or related services available
_+for the benefit of the designated individuals/ entities or any other person engaged in or suspected to be
“ engaged in terrorism. The Central [designated] Nodal Officer for the UAPA shall also forward a copy
of the order to all Directors General of Police/ Commissioners of Police of all States/UTs for initiating
action under the provisions of the Unlawful Activities (Prevention) Act, 1967.

The order shall be issued without prior notice to the designated individual/entity.
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6. Regarding financial assets or economic resources of the nature of immovable properties:

6.1 The Central [designated] Nodal Officer for the UAPA shall electronically forward the designated
list to the UAPA Nodal Officers of all States and UTs with request to have the names of the designated
individuals/entities, on the given parameters, verified from the records of the office of the Registrar
performing the work of registration of immovable properties in their respective jurisdiction, without
delay.

6.2 In case, the designated individuals/entities are holding financial assets or economic resources of the
nature of immovable property and if any match with the designated individuals/entities is found, the
UAPA Nodal Officer of the State/UT would cause communication of the complete particulars of such
individual/entity along with complete details of the financial assets or economic resources of the nature
of immovable property to the Central [designated] Nodal Officer for the UAPA without delay at Fax
No. 011-23092551 and also convey over telephone No. 011-23092548. The particulars apart from
being sent by post would necessarily be conveyed on email id: jsctcr-mha@gov.g}.%ﬁ‘“'

R
B
A,

6.3 The UAPA Nodal Officer of the State/UT may cause such inquiry to be conducted by the State
Police so as to ensure that the particulars sent by the Registrar performing the work of registering
immovable properties are indeed of these designated individuals/entities. This verification shall be
completed without delay and shall be conveyed within 24 hours of the verification, if it matches with
the particulars of the designated individual/entity to the Central [designated] Nodal Officer for the
UAPA at the given Fax, telephone numbers and also on the email id.

6.4 The Central [designated] Nodal Officer for the UAPA may also have the verification conducted by
the Central Agencies. This verification would be corggletsd expeditiously.

6.5 In case, the results of the verification indicates that the particulars match with those of designated
individuals/entities, an order under Section 51A of the UAPA shall be issued by the Central
[designated] Nodal Officer for the UAPA without delay and conveyed to the concerned Registrar
performing the work of registering immovable properties and to FIU-IND under intimation to the
concerned UAPA Nodal Officer of the State/UT.

The order shall be issued witEout prior notice to the designated individual/entity.
6.6 Further, the UAPA Nodal Officer of the State/UT shall cause to monitor the transactions/ accounts
of the designated individual/entity so as to prohibit any individual or entity from making any funds,
financial assets or economic resources or related services available for the benefit of the individuals or
entities listed in the Schedule to the Order or any other person engaged in or suspected to be engaged
in terrorism. The UAPA Nodal Officer of the State/UT shall, upon becoming aware of any transactions
and attempts by third party immediately bring to the notice of the DGP/Commissioner of Police of the
State/UTNg initiating action under the provisions of the Unlawful Activities (Prevention) Act, 1967.
M, |
1. Regarding the real-estate agents, dealers of precious metals/stones (DPMS) and other
b De§ignated Non-Financial Businesses and Professions (DNFBPs) and any other person:

(i) The Designated Non-Financial Businesses and Professions (DNFBPs), inter alia, include casinos,
real estate agents, dealers in precious metals/stones (DPMS), lawyers/notaries, accountants, company
service providers and societies/ firms and non-profit organizations. The list of designated
entities/individuals should be circulated to all DNFBPs by the concerned Regulators without delay.

(a) The DNFBPs are required to ensure that if any designated individual/entity approaches them for a

transaction or relationship or attempts to undertake such transactions, the deal 1d not carry out
CO-0p
Q5 ;
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such transactions and, without delay, inform the UAPA Nodal officer of the State/UT with details of
the funds/assets held and the details of the transaction, who in turn would follow the same procedure as
in para 6.2 to 6.6 above. Further, if the dealers hold any assets or funds of the designated
individual/entity, either directly or indirectly, they shall freeze the same without delay and inform the
UAPA Nodal officer of the State/UT.

(ii) The CBIC shall advise the dealers of precious metals/stones (DPMS) that if any designated
individual/entity approaches them for sale/purchase of precious metals/stones or attempts to undertake
such transactions the dealer should not carry out such transaction and without delay inform the CBIC, |
who in turn follow the similar procedure as laid down in the paragraphs 6.2 to 6.5 above. > fji'“ )
R o

(iii) The UAPA Nodal Officer of the State/UT shall advise the Registrar of Societies/ Firms/ non-profit
organizations that if any designated individual/ entity is a shareholder/ member/ partner/ director/
settler/ trustee/ beneficiary/ beneficial owner of any society/ partnership firm/ trust/ non-profit
organization, then the Registrar should inform the UAPA Nodal Officer of the State/UT without delay,
who will, in turn, follow the procedure as laid down in the paragraphs 6.2 to 6.5 above. The Registrar
should also be advised that no societies/ firms/ non-profit organizations should be allowed to be
registered, if any of the designated individual/ entity is a director/ partner/ office bearer/ trustee/ settler/
beneficiary or beneficial owner of such juridical person and in case such request is received, then the
Registrar shall inform the UAPA Nodal Officer of the concerned State/UT without delay, who will, in
turn, follow the procedure laid down in the paragraphs 6.2 to 6.5 ﬁ‘%(‘)ve.%

o o R
(iv) The UAPA Nodal Officer of the State/UT shall also advise appropriate department of the
State/UT, administering the operations relating to Casinos, to ensure that the designated individuals/
entities should not be allowed to own or have beneficial ownership in any Casino operation. Further, if
any designated individual/ entity visits or participates in any game in the Casino and/ or if any assets of
such designated individual/ entity is with the Casino operator, and of the particulars of any client
matches with the particulars of designated individuals/ entities, the Casino owner shall inform the
UAPA Nodal Officer of the State/UT without delay, who shall in turn follow the procedure laid down
in paragraph 6.2 to 6.5 above. ey
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(v) The Ministry of Corporate Affairs shall issue an appropriate order to the Institute of Chartered
Accountants of India, Institute of Cost and Works Accountants of India and Institute of Company
Secretaries of India (ICSI) requesting them to sensitize their respective members to the provisions of
Section 51A of UAPA, so that if any designated individual/entity approaches them, for entering/
investing in the financial sector and/or immovable property, or they are holding or managing any
assets/ resources of Designated individual/ entities, then the member shall convey the complete details
of such designated individual/ entity to UAPA Nodal Officer in the Ministry of Corporate Affairs who
shall in turn follow the similar procedure as laid down in paragraph 6.2 to 6.5 above.
o

(vi) The members of these institutes should also be sensitized that if they have arranged for or have
been approached for incorporation/ formation/ registration of any company, limited liability firm,
partnership firm, society, trust, association where any of designated individual/ entity is a director/
shareholder/ member of a company/ society/ association or partner in a firm or settler/ trustee or
beneficiary of a trust or a beneficial owner of a juridical person, then the member of the institute
should not incorporate/ form/ register such juridical person and should convey the complete details of
such designated individual/ entity to UAPA Nodal Officer in the Ministry of Corporate Affairs who
shall in turn follow the similar procedure as laid down in paragraph 6.2 to 6.5 above.
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(vii) In addition, the member of the ICSI be sensitized that if he/she is Company Secretary or is
holding any managerial position where any of designated individual/ entity is a Director and/or
Shareholder or having beneficial ownership of any such juridical person then the member should
convey the complete details of such designated individual/ entity to UAPA Nodal Officer in the
Ministry of Corporate Affairs who shall in turn follow the similar procedure as laid down in paragraph
6.2 to 6.5 above.

(viii) The Registrar of Companies (ROC) may be advised that in case any designated individual/ entity

is a shareholder/ director/ whole time director in any company registered with ROC or beneficial
owner of such company, then the ROC should convey the complete details of such designated
individual/ entity, as per the procedure mentioned in paragraph 8 to 10 above. This procedure shall

also be followed in case of any designated individual/ entity being a partner of Limited Liabilities

Partnership Firms registered with ROC or beneficial owner of such firms. Further the ROC may be

advised that no company or limited liability Partnership firm shall be allowed to be registered if any of

the designated individual/ entity is the Director/ Promoter/ Partner or beneficial owner of such

company or firm and in case such a request received the ROC should inform the UAPA Nodal Officer

in the Ministry of Corporate Affairs who in turn shall follow the similar proquure as laid down in

paragraph 6.2 to 6.5 above. Ay, PG

W
v,

(ix) Any person, either directly or indirectly, holding any funds or other assets of designated
individuals or entities, shall, without delay and without prior notice, cause to freeze any transaction in
relation to such funds or assets, by immediately informing the nearest Police Station, which shall, in
turn, inform the concerned UAPA Nodal Officer of the State/UT along with the details of the
funds/assets held. The concerned UAPA Nodal Officer of the State/UT, would follow the same

procedure as in para 6.2 to 6.6 above. @%

s e
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8. Regarding implementation of requests received from foreign countries under U.N. Security
Council Resolution 1373 of 2001: {%“% ’
;’%;w'/

8.1 The U.N. Security Council Resolution No.1373 of 2001 obligates countries to freeze without delay
the funds or other assets of persons who commit, or attempt to commit, terrorist acts or participate in
or facilitate the commission of terrorist acts; of entities owned or controlled directly or indirectly by
such persons; and of persons and entities acting on behalf of, or at the direction of such persons and
entities, including funds or other assets derived or generated from property owned or controlled,
directly or indirectly, by such persons and associated persons and entities. Each individual country has
the authority to designate the persons and entities that should have their funds or other assets frozen.
Additionally, to ensure that effective cooperation is developed among countries, countries should
examine and give effect to, if appropriate, the actions initiated under the freezing mechanisms of other

countries. '%’%@ bt
W

%

8.2 To give effect to the requests of foreign countries under the U.N. Security Council Resolution

1373, the Ministry of External Affairs shall examine the requests made by the foreign countries and
ﬁﬁfOI’Wﬁl’d it electronically, with their comments, to the Central [designated] Nodal Officer for the UAPA
* for freezing of funds or other assets.

8.3 The Central [designated] Nodal Officer for the UAPA shall cause the request to be examined
without delay, so as to satisfy itself that on the basis of applicable legal principles, the requested
designation is supported by reasonable grounds, or a reasonable basis, to suspect or believe that the
proposed designee is a terrorist, one who finances terrorism or a terrorist organization, and upon his
satisfaction, request would be electronically forwarded to the Nodal Officers in Regulators, FIU-IND
and to the Nodal Officers of the States/UTs. The proposed designee, as mentioned above would be
treated as designated individuals/entities.
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9. Upon receipt of the requests by these Nodal Officers from the Central [designated] Nodal Officer for
the UAPA, the similar procedure as enumerated at paragraphs 5 and 6 above shall be followed.

The freezing orders shall be issued without prior notice to the designated persons involved.
10. Regarding exemption, to be granted to the above orders in accordance with UNSCR 1452.

10.1 The above provisions shall not apply to funds and other financial assets or €Conomic resources
that have been determined by the Central [designated] nodal officer of the UAPA to be:- ,

7 % &
P ;
|

P

(a) necessary for basic expenses, including payments for foodstuff, rent or mortgage, medicines and
medical treatment, taxes, insurance premiums and public utility charges, or exclusively for payment of
reasonable professional fees and reimbursement of incurred expenses associated with the provision of
legal services or fees or service charges for routine holding or maintenance of frozen funds or other
financial assets or economic resources, after notification by the MEA of the intention to authorize,
where apptoptiate, access to such funds, assets or resources and in the absence_gg a negative decision

within 48 hours of such notification; S [,

AR
(b) necessary for extraordinary expenses, provided that such determipation has been notified by the
MEA; Xl

10.2. The addition may be allowed to accounts of the des@éﬁa%é& ‘individuals/ entities subject to the

s R
provisions of paragraph 10 of: oy
# & ‘;x‘
(a) interest or other earnings due on those accounts, or, %,
& 2

sy

o B
(b) payments due under contracts, agreements or obligations that arose prior to the date on which those
accounts became subject to the provisions of resolutions 1267 (1999), 1333 (2000), or 1390 (2002),

#
L
& e

Provided that any such interest, other earnings and payments continue to be subject to those

. »,,-,‘»/.‘w, ¥

provisions; é H
S
10.3 (a): The designated individual or organization may submit a request to the Central [Designated]
Nodal Officer for UAPA under the provisions of Para 10.1 above. The Central [Designated] Nodal
Officer for UAPA may be approached by post at “Jount Secretary (CTCR), North Block, New Delhi —
110001” or through email to jscter-mha@gov.in”
(b): The Central [Designated] Nodal Officer for UAPA shall examine such requests, in consultation
with the Law Enforcement Agencies and other Security Agencies and Intelligence Agencies and, if
accepted, communicate the same, if applicable, to the Ministry of External Affairs, Government of
India for notifying the committee established pursuant to UNSC Resolution 1267 (1999) of the
igtentiorg to authorize, access to such funds, assets or resources in terms of Para 10.1 above.
4
¢ 11. Regarding procedure for unfreezing of funds, financial assets or economic resources or
related services of individuals/entities inadvertently affected by the freezing mechanism upon
verification that the person or entity is not a designated person:

11.1 Any individual or entity, if it has evidence to prove that the freezing of funds, financial assets or
economic resources or related services, owned/held by them has been inadvertently frozen, they shall
move an application giving the requisite evidence, in writing, to the concerned bank, stock exchanges/
depositories, intermediaries regulated by SEBI, insurance companies, Registrar of Immovable
Properties, ROC, Regulators of DNFBPs and the UAPA Nodal Officers of State/UT.
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11.2 The banks, stock exchanges/depositories, intermediaries regulated by SEBI, insurance companies,
Registrar of Immovable Properties, ROC, Regulators of DNFBPs and the State/ UT Nodal Officers
shall inform and forward a copy of the application together with full details of the asset frozen given
by any individual or entity informing of the funds, financial assets or economic resources or related
services have been frozen inadvertently, to the Central [designated] Nodal Officer for the UAPA as per
the contact details given in Paragraph 3.1 above, within two working days.
11.3 The Central [designated] Nodal Officer for the UAPA shall cause such verification, as may bes
required on the basis of the evidence furnished by the individual/entity, and, if satisfied, he/she shall
pass an order, without delay, unfreezing the funds, financial assets or economic resources or related
services, owned/held by such applicant, under intimation to the concerned bank, stock
exchanges/depositories, intermediaries regulated by SEBI, insurance company, Registrar of
Immovable Properties, ROC, Regulators of DNFBPs and the UAPA Nodal Officer of State/UT.
However, if it is not possible for any reason to pass an Order unfreezing the assets within 5 working
days, the Central [designated] Nodal Officer for the UAPA shall inform the app;légic'ant expeditiously.
&ff«% i
11A. Regarding procedure for unfreezing of funds, financial assets or economic resources or
related services of individuals/organisations in the event of delisting by the UNSCR 1267 (1999),
1988 (2011) and 1989 (2011) Committee L
Upon making an application in writing by the concerned individual/organisation, to the concerned
bank, stock exchanges/depositories, intermediaries regulated by SEBI, insurance companies, Registrar
of Immovable Properties, RoC, Regulators of DNFBPs, Department of Posts and the UAPA Nodal
Officers of all States/UTs., who in turn shall forward the application along with the full details of the
assets frozen to the Central [Designated] Nodal Officer for UAPA within two working days. The
Central [Designated] Nodal Officer for UAPA shall examine the request in consultation with the Law
Enforcement Agencies and other Security Agencies and Intelligence Agencies and cause such
verification as may be required and if satisfied, shall pass an order, without delay, unfreezing the
funds, financial assets or economic resources or related services owned or held by the applicant under
intimation to concerned bank, stock exchanges/ depositories, intermediaries regulated by SEBI,
insurance companies, Registrar of Immovable Properties, RoC, Regulators of DNFBPs, Department of

Posts and the UAPA Nodal Qfﬁcers of all States/UTs.

w "L
12. Regarding prevenﬁiog of entry into or transit through India:
iR

12.1 As regards prévéntion of entry into or transit through India of the designated individuals, the
UAPA Nodal Officer in the Foreigners Division of MHA, shall forward the designated lists to the
immigration authorities and security agencies with a request to prevent the entry into or the transit
through India. The order shall take place without prior notice to the designated individuals/entities.

S :A’s”wz&s
12.2 The immigration authorities shall ensure strict compliance of the order and also communicate the
# details of entry or transit through India of the designated individuals as prevented by them to the

UAPA Nodal Officer in Foreigners Division of MHA.

13. Procedure for communication of compliance of action taken under Section 51A: The Central
[designated] Nodal Officer for the UAPA and the Nodal Officer in the Foreigners Division, MHA shall
furnish the details of funds, financial assets or economic resources or related services of designated
individuals/entities frozen by an order, and details of the individuals whose entry into India or transit
through India was prevented, respectively, to the Ministry of External Affairs for onward
communication to the United Nations.
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14. Communication of the Order issued under Section 51A of Unlawful Activities (Prevention)
Act, 1967: The order issued under Section 51A of the Unlawful Activities (Prevention) Act, 1967 by
the Central [designated] Nodal Officer for the UAPA relating to funds, financial assets or economic
resources or related services, shall be communicated to all the UAPA nodal officers in the country, the
Regulators of Financial Services, FIU-IND and DNFBPs, banks, depositories/stock exchanges,
intermediaries regulated by SEBI, Registrars performing the work of registering immovable properties
through the UAPA Nodal Officer of the State/UT.

15. All concerned are requested to ensure strict compliance of this order. ,gj%
(Ashutosh Agnihotri) ¢ %wa
Joint Secretary to the Government of India %
Yy
v
Y
%fziz« :%(
3
,/%,.
o b
oy
%,
i
o
A %‘g

63




Annex ITT

F.No.P - 12011/14/2022-ES Cell-DOR
Government of India
Ministry of Finance

Department of Revenue
sk

New Delhi, dated the 1st September, 2023.

ORDER o

Subject: - Procedure for implementation of Section 12A of “The Weapons of Mass Destruction

and their Delivery Systems (Prohibition of Unlawful Activities) Act, 2005”. m“f%i;vf

Section 12A of The Weapons of Mass Destruction and their Delivery Systems (Prohibition of

Unlawful Activities) Act, 2005 [hereinafter referred to as ‘the Act’] reac_lg as u%der: -

"12A. (1) No person shall finance any activity which is prohibited under this Act, or under the United

Nations (Security Council) Act, 1947 or any other relevant Act for the time being in force, or by an

order issued under any such Act, in relation to weapons of mass destruction and their delivery systems.
e

(2) For prevention of financing by any person of any activity which is prohibited under this Act, or

under the United Nations (Security Council) Act, 1947 or any other relevant Act for the time being in

force, or by an order issued under any such Act, in relation to weapons of mass destruction and their

delivery systems, the Central Government shall have power to—

¥
3

R *
"é’?&. P

a) freeze, seize or attach funds or other financial assets or economic resources—
W’
&9 s
i.  owned or controlled, wholly or jointly, directly or indirectly, by such person; or
ii.  held by or on behalf of, or at the direction of, such person; or
iii. derived or generated from the funds or other assets owned or controlled, directly or indirectly,

by such person;

b,

prohibit any person from making funds, financial assets or economic resources or related services
available for the benefit of persons related to any activity which is prohibited under this Act, or under
the United Nations (Security Council) Act, 1947 or any other relevant Act for the time being in force,
or by an order issg;cd under any such Act, in relation to weapons of mass destruction and their delivery

e,
systems. ‘5‘%:5:

o

s
(3) The Central Government may exercise its powers under this section through any authority who has
been assigned the power under sub-section (1) of section 7.”
II In order to ensure expeditious and effective implementation of the provisions of Section 12A of the
Act, the procedure is outlined below.

1. Appointment and communication details of Section 12A Nodal Officers:
1.1 In exercise of the powers conferred under Section 7(1) of the Act, the Central Government assigns

Director, FIU-India, Department of Revenue, Ministry of Finance, as the authority to exercise powers
under Section 12A of the Act. The Director, FIU-India shall be hereby referred to as the Central Nodal
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Officer (CNO) for the purpose of this order. [Telephone Number: 011-23314458, 011-23314435,
011-23314459 (FAX), email address: dir@fiuindia.gov.in].

1.2 Regulator under this order shall have the same meaning as defined in Rule 2(fa) of Prevention of
Money-Laundering (Maintenance of Records) Rules, 2005. Reporting Entity (RE) shall have the
same meaning as defined in Section 2 (1) (wa) of Prevention of Money-Laundering Act, 2002.
DNFPBs is as defined in section 2(1) (sa) of Prevention of Money-Laundering Act, 2002.

1.3 The Regulators, Ministry of Corporate Affairs and Foreigners Division of MHA shall notify a_
Nodal Officer for implementation of provisions of Section 12A of the Act. The Regulator may notify
the Nodal Officer appointed for implementation of provisions of Section 51A of UAPA, also, as the
Nodal Officer for implementation of Section 12A of the Act. All the States and UTs shall notify a State
Nodal officer for implementation of Section 12A of the Act. A State/UT may notify the State Nodal
Officer appointed for implementation of provisions of Section 51A of UAPA, also, as the Nodal
Officer for implementation of Section 12A of the Act. 4 ‘f% 4

1.4 The CNO shall maintain an updated list of all Nodal Officers, and share the updated list with all
Nodal Officers periodically. The CNO shall forward the updated list of all Nodal Officers to all REs.

5, o
‘”i::»"‘«

2. Communication of the lists of designated individuals/entities: ,W

s
s
% ‘P;yvyff’i

2.1 The Ministry of External Affairs will electronically communicate, without delay, the changes made

in the list of designated individuals and entities (hereinafte;;x referred to as ‘designated list’) in line with

section 12A (1) to the CNO and Nodal officers. S5

2.1.1 Further, the CNO shall maintain the Designated list on the portal of FIU-India. The list would be
updated by the CNO, as and when it is updated, as per para 2.1 above, without delay. It shall make
available for all Nodal officers, the State Nodal Officers, and to the Registrars performing the work of
registration of immovable properties, either directly or through State Nodal Officers, without delay.
PN
2.1.2 The Ministry of External Affairs may also share other information relating to prohibition /
prevention of financing of prohibited activity under Section 12A (after its initial assessment of the
relevant factors in the case) with the CNO and other organizations concerned, for initiating verification
and suitable action. ey
o Vo

2.1.3 The Regulators shall make available the updated designated list, without delay, to their REs. The
REs will maintain the designated list and update it, without delay, whenever changes are made as per
para 2.1 above. g’%ﬁf&"l

% U
2.2 The Nodal Officer for Section 12A in Foreigners Division of MHA shall forward the updated
designated list to the immigration authorities and security agencies, without delay.

oy “Regrond
Ay, P vl
g e v

#3. Regarding funds, financial assets or economic resources or related services held in the form of
" bank accounts, stocks or insurance policies, etc.

3.1 All Financial Insfitutions shall —

i.  Verify if the particulars of the entities/individual, party to the financial transactions, match with
the particulars of designated list and in case of match, REs shall not carry out such transaction
and shall immediately inform the transaction details with full particulars of the funds, financial
assets or economic resources involved to the CNO by email, FAX and by post, without delay.
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ii.  Run a check, on the given parameters, at the time of establishing a relation with a customer and
on a periodic basis to verify whether individuals and entities in the designated list are holding
any funds, financial assets or economic resources or related services, in the form of bank
accounts, stocks, Insurance policies etc. In case, the particulars of any of their customers match
with the particulars of designated list, REs shall immediately inform full particulars of the
funds, financial assets or economic resources or related services held in the form of bank
accounts, stocks or insurance policies etc., held on their books to the CNO by email, FAX and
by post, without delay.

iii. ~ The Bank shall also send a copy of the communication, mentioned in 3.1 (i) and (ii) above, to
State Nodal Officer, where the account/transaction is held, and to their Regulator, as the case
may be, without delay. s W

iv.  In case there are reasons to believe beyond doubt that funds or assets held by a customer would
fall under the purview of clause (a) or (b) of sub-section (2) of Section 12A, Bank shall prevent
such individual/entity from conducting financial transactions, under 1nt1mat10n to the CNO by
email, FAX and by post , without delay. %ﬁ e

3.2 On receipt of the particulars, as referred to in Paragraph 3.1 above, the CNO would cause a
verification to be conducted by the State Police and/or the Central Agencies so as to ensure that the
individuals/entities identified by the REs are the ones in designated list and the funds, financial assets
or economic resources or related services, reported by REs are in respect of the designated
individuals/entities. This verification would be completed expedltlously from the date of receipt of
such particulars. 4,
%%s;% A
3.3 In case, the results of the verification indicate that the assets are owned by, or are held for the
benefit of, the designated individuals/entities, an order to freeze these assets under Section 12A would
be issued by the CNO without delay and be conveyed electronically to the concerned Bank under
intimation to respective Regulators. The CNO shall also forward a copy thereof to all the Principal
Secretaries/Secretaries, Home Department of the States/UTs and All Nodal officers in the country, so
that any individual or entity may be prohibited from making any funds, financial assets or economic
resources or related services available for the benefit of the designated individuals / entities. The CNO
shall also forward a copy of the order to all Directors General of Police/ Commissioners of Police of
all States/UTs for initiating suitable gﬁg’uon
e

3.4 The order shall be issued without prior notice to the designated individual/entity.

4
o, W

4. Regarding financial assets or economic resources of the nature of immovable properties:

Ko
A8 %3.'&"

4.1 The Regl;trars performing work of registration of immovable properties shall --
et
i.  Verify 1f the particulars of the entities/individual, party to the transactions, match with the
particulars of the designated list, and, in case of match, shall not carry out such transaction and
%, #immediately inform the details with full particulars of the assets or economic resources

o

A& “sinvolved to the State Nodal Officer, without delay.

; &f%y Verify from the records in their respective jurisdiction, without delay, on given parameters, if

" the details match with the details of the individuals and entities in the designated list. In case,

the designated individuals/entities are holding financial assets or economic resources of the

nature of immovable property, and if any match with the designated individuals/entities is

found, the Registrar shall immediately inform the details with full particulars of the assets or
economic resources involved to the State Nodal Officer, without delay.
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iii. In case there are reasons to believe beyond doubt that assets that are held by an
individual/entity would fall under the purview of clause (a) or (b) of sub-section (2) of Section
12A, Registrar shall prevent such individual/entity from conducting transactions, under
intimation to the State Nodal Officer by email, FAX and by post , without delay.

4.2 the State Nodal Officer would cause communication of the complete particulars of such
individual/entity along with complete details of the financial assets or economic resources to the CNO
without delay by email, FAX and by post.

4.3 The State Nodal Officer may cause such inquiry to be conducted by the State Police so as to ensure
that the particulars sent are indeed of these designated individuals/entities. This verification shall be
completed without delay and shall be conveyed, within 24 hours of the verification, if it matches, with
the particulars of the designated individual/entity, to the CNO without delay by email, FAX and by
post. P ooy
4.4 The CNO may also have the verification conducted by the Central Agencies. This verification
would be completed expeditiously. oy BLH
%ﬁ‘i@
4.5 In case, the results of the verification indicate that the assets are owned by, or are held for the
benefit of, the designated individuals/entities, an order to freeze these assets under Section 12A would
be issued by the CNO without delay and be conveyed electronically to the concerned Registrar
performing the work of registering immovable properties, and to FIU under intimation to the
concerned State Nodal Officer. The CNO shall also forward a copy thereof to all the Principal
Secretaries/Secretaries, Home Department of the States/UTs and All Nodal officers in the country, so
that any individual or entity may be prohibited from making any funds, financial assets or economic
resources or related services available for the benefit of the designated individuals / entities. The CNO
shall also forward a copy of the order to all Directors General of Police/ Commissioners of Police of
all States/UTs for initiating suitable action. ﬂ%}*%
j"%gw‘” «
4.6 The order shall be issued withoxgg prior notice to the designated individual/entity.
,;""M ) i%%&aj
5. Regarding the real-estate agents, dealers of precious metals/stones (DPMS), Registrar of
Societies/ Firms/ non-profit organizations, The Ministry of Corporate Affairs and Designated
Non-Financial Businesses and Professions (DNFBPs):
i
(i) The dealers of precious metals/stones (DPMS) as notified under PML (Maintenance of Records)
Rules, 2005 and Real Estate Agents, as notified under clause (vi) of Section 2(1) (sa) of Prevention of
Money-Laundering Act, 2002, are required to ensure that if any designated individual/entity
approaches them for sale/purchase of precious metals/stones/Real Estate Assets or attempts to
undertake such transactions, the dealer should not carry out such transaction and, without delay, inform
the Section 12A Nodal officer in the Central Board of Indirect Taxes and Customs (CBIC). Also, If the
dealers hold any assets or funds of the designated individual/entity, they shall freeze the same without
delay and inform the Section 12A Nodal officer in the CBIC, who will, in turn, follow procedure

% similar to as laid down for State Nodal Officer in the paragraphs 4.2 to 4.6.

@

(i) Registrar of Societies/ Firms/ non-profit organizations are required to ensure that if any designated
individual/ entity is a shareholder/ member/ partner/ director/ settler/ trustee/ beneficiary/ beneficial
owner of any society/ partnership firm/ trust/ non-profit organization, then the Registrar shall freeze
any transaction for such designated individual/ entity and shall inform the State Nodal Officer, without
delay, and, if such society/ partnership firm/ trust/ non-profit organization holds funds or assets of
designated individual/ entity, follow the procedure as laid down for State Nodal Officer in the




organizations should be allowed to be registered if any of the designated individual/ entity is a director/
partner/ office bearer/ trustee/ settler/ beneficiary or beneficial owner of such juridical person and, in
case, such request is received, then the Registrar shall inform the State Nodal Officer, without delay.

(iii) The State Nodal Officer shall also advise appropriate department of the State/UT, administering
the operations relating to Casinos, to ensure that the designated individuals/ entities should not be
allowed to own or have beneficial ownership in any Casino operation. Further, if any designated
individual/ entity visits or participates in any game in the Casino or if any assets of such designated
individual/ entity are with the Casino operator, or if the particulars of any client match with the
particulars of designated individuals/ entities, the Casino owner shall inform the State Nodal Officer,

without delay, and shall freeze any such transaction. p %ﬁ”

’ %& #
(iv) The Ministry of Corporate Affairs shall issue an appropriate order to the Institute of Chartered
Accountants of India, Institute of Cost and Works Accountants of India and Institute of Company
Secretaries of India (ICSI), requesting them to sensitize their respective members to the provisions of
Section 12A, so that, if any designated individual/entity approaches them, for entering/ investing in the
financial sector and/or immovable property, or they are holding or managing any assets/ resources of
designated individual/ entities, then the member shall convey the complete details of such designated
individual/ entity to Section 12A Nodal Officer in the Ministry of Corporate Affairs, who shall in turn

follow the similar procedure as laid down for State Nodal Officer in Qgggraph 4.2 to0 4.6 above.

(v) The members of these institutes should also be sensitized by the Institute of Chartered Accountants
of India, Institute of Cost and Work Accountants of India and Institute of Company Secretaries of
India (ICSI) that if they have arranged for or have been approached for incorporation/ formation/
registration of any company, limited liability firm, partnership firm, society, trust, association where
any designated individual/ entity is a director/ shareholder/ member of a company/ society/ association
or partner in a firm or settler/ trustee or beneficiary of a trust or a beneficial owner of a juridical
person, then the member of the institute should not incorporate/ form/ register such juridical person
and should convey the complete details of such designated individual/ entity to Section 12A Nodal
Officer in the Ministry of Corporate Agfairs.
‘ ra - “*‘%W?

(vi) In addition, a member of the ICSI shall, if he/she is Company Secretary or is holding any
managerial position where any of designated individual/ entity is a Director and/or Sharcholder or
having beneficial ownership of any such juridical person, convey the complete details of such
designated individual/ entity to Section 12A Nodal Officer in the Ministry of Corporate Affairs, who
shall follow the similar procedure as laid down in paragraph 4.2 to 4.6 above for State Nodal Officer, if
such company, limited liability firm, partnership firm, society, trust, or association holds funds or
assets of the design%ted individual/entity.

4

W%’& é’ﬂf
(vii) In case any designated individual/ entity is a shareholder/ director/ whole time director in any
company registered with the Registrar of Companies (ROC) or beneficial owner of such company or
partner in a Limited Liabilities Partnership Firm registered with ROC or beneficial owner of such firm,
x,.»fthe ROC should convey the complete details of such designated individual/ entity to section 12A
* Nodal officer of Ministry of Corporate Affairs. If such company or LLP holds funds or assets of the
designated individual/ entity, he shall follow the similar procedure as laid down in paragraph 4.2 to 4.6
above for State Nodal Officer. Further the ROCs are required to ensure that no company or limited
liability Partnership firm shall be allowed to be registered if any of the designated individual/ entity is
the Director/ Promoter/ Partner or beneficial owner of such company or firm, and in case such a
request is received, the ROC should inform the Section 12A Nodal Officer in the Ministry of
Corporate Affairs.
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(viii) All communications to Nodal officer as enunciated in subclauses (i) to (vii) above should, inter
alia, include the details of funds and assets held and the details of transaction.

(ix) The Other DNBPs are required to ensure that if any designated individual/entity approaches them
for a transaction or relationship or attempts to undertake such transactions, the dealer should not carry
out such transaction and, without delay, inform the Section 12A Central Nodal officer. The
communication to the Central Nodal Officer would include the details of funds and assets held and the
details of the transaction. Also, If the dealers hold any assets or funds of the designated
individual/entity, they shall freeze the same without delay and inform the Section 12A Central Nodal

&
officer. {

i, Y
& %,w.,l:
(DNFBPs shall have the same meaning as the definition in Section 2(1) (sa) of Prevention of Money-
Laundering Act, 2002.)

Ay

"R b
5.1. All Natural and legal persons holding any funds or other assets of designated persons and entities,
shall, without delay and without prior notice, freeze any transaction in relation to such funds or assets
and shall immediately inform the State Nodal officer along with details of the funds/assets held, who in
turn would follow the same procedure as in para 4.2 to 4.6 above for State Nodal Officer. This
obligation should extend to all funds or other assets that are owned or controlled by the designated
person or entity, and not just those that can be tied to a particular act, plot or threat of proliferation;
those funds or other assets that are wholly or jointly owned or controlled, directly or indirectly, by
designated persons or entities; and the funds or other assets derived or generated from funds or other
assets owned or controlled directly or indirectly by designated persons or entities, as well as funds or
other assets of persons and entities acting on behalf of, or at the direction of designated persons or
entities. ,f"%,, w
K‘u»":\{«.w 5 vﬁx
Y4
5.2 No person shall finance any activity related to the 'designated list' referred to in Para 2.1, except in
cases where exemption has been granted as per P}prq 6 of this Order.
é‘tﬁw‘f
5.3. Further, the State Nodal Officer shall cause to monitor the transactions / accounts of the
designated individual/entity so as to prohibit any individual or entity from making any funds, financial
assets or economic resources or related services available for the benefit of the individuals or entities
in the designated list. The State Nodal Officer shall, upon becoming aware of any transactions and
attempts by third party, without delay, bring the incidence to the notice of the CNO and the
DGP/Commissioner of g%iqg of the State/UT for initiating suitable action.
&
5.4 Where the CNO has reasons to believe that any funds or assets are violative of Section 12A (1) or
Section 12A (2)(b) of the Act, he shall, by order, freeze such funds or Assets, without any delay, and
make such ordeg: available to authorities, Financial Institutions, DNFBPs and other entities concerned.
&
5.5 The CNO shall also have the power to issue advisories and guidance to all persons, including Fls
and DNFBPs obligated to carry out sanctions screening. The concerned Regulators shall take suitable

~action under their relevant laws, rules or regulations for each violation of sanction screening
* obligations under section 12A of the WMD Act.

6. Regarding exemption, to be granted to the above orders

6.1. The above provisions shall not apply to funds and other financial assets or economic resources that
have been determined by the CNO to be: -
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(a) necessary for basic expenses, including payments for foodstuff, rent or mortgage, medicines and
medical treatment, taxes, insurance premiums and public utility charges, or exclusively for payment of
reasonable professional fees and reimbursement of incurred expenses associated with the provision of
legal services or fees or service charges for routine holding or maintenance of frozen funds or other
financial assets or economic resources, consequent to notification by the MEA authorizing access to
such funds, assets or resources.

This shall be consequent to notification by the MEA to the UNSC or its Committee, of the intention to
authorize access to such funds, assets or resources, and in the absence of a negative decision by ;che
UNSC or its Committee within 5 working days of such notification. By

{ ,,:, d.'*i’f‘

(b) necessary for extraordinary expenses, provided that such determination has been notlﬁed by the
MEA to the UNSC or its Committee, and has been approved by the UNSC or its Comm1ttee 3 4

(a) interest or other earnings due on those accounts, or

(b) payments due under contracts, agreements or obligations that arose prlor to the date on which those

accounts became subject to the provisions of section 12A of the Act.{, ‘4 3
.r‘*‘} M «)&

Provided that any such interest, other earnings and payments contmue to be subject to those provisions
under para 3.3;
f“"“’\‘«%»

6.3 Any freezing action taken related to the designated 11§t under this Order should not prevent a
designated individual or entity from making any pfgy&gnt due under a contract entered into prior to the
listing of such individual or entity, provided that: %

%,
P T
’%«%

(i) the CNO has determined that the contract is not related to any of the prohibited goods, services,
technologies, or activities, under this Act, or under the United Nations (Security Council) Act, 1947 or
any other relevant Act for the time being in force, or by an order issued under any such Act, in relation
to weapons of mass destruction a‘r}gT ;tieir delivery systems;

(ii) the CNO has determined that the payment is not directly or indirectly received by an individual or
entity in the des1gnated list under this Order; and
/ ““3:,:_,,

(iii) the MEA has submitted prior notification to the UNSC or its Committee, of the intention to make

or receive such payments or to authorise, where appropriate, he unfreezing of funds, other financial

assets or economic resources for this purpose, ten working days prior to such authorization

o L4

7. Regarding procedure for unfreezing of funds, financial assets or economic resources or related

services of individuals/entities inadvertently affected by the freezing mechanism upon
~sverification that the individual or entity is not a designated person or no longer meet the criteria

for designation:

7.1 Any individual/entity, if it has evidence to prove that the freezing of funds, financial assets or
economic resources or related services, owned/held has been inadvertently frozen, an application may
be moved giving the requisite evidence, in writing, to the relevant RE/Registrar of Immovable
Properties/ ROC/Regulators and the State.
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7.2 The RE/Registrar of Immovable Properties/ROC/Regulator and the State Nodal Officer shall
inform, and forward a copy of the application, together with full details of the asset frozen, as given by
applicant to the CNO by email, FAX and by Post, within two working days. Also, listed persons and
entities may petition a request for delisting at the Focal Point Mechanism established under UNSC
Resolution.

7.3 The CNO shall cause such verification, as may be required on the basis of the evidence furnished
by the individual/entity, and, if satisfied, it shall pass an order, without delay, unfreezing the funds,
financial assets or economic resources or related services, owned/held by such applicant, under
intimation to all Bank/Registrar of Immovable Properties/ROC/ Regulators and the State Nodal
Officer. However, if it is not possible, for any reason, to pass an Order unfreezing the assets within 5
working days, the CNO shall inform the applicant expeditiously. A %%éwf*”
) %x .%f
7.4 The CNO shall, based on de-listing of individual and entity under UN Security Council
Resolutions, shall pass an order, if not required to be designated in any other order, without delay,
unfreezing the funds, financial assets or economic resources or related services, owned/held by such
applicant, under intimation to all Bank/Registrar of Immovable Prgperties/ROC/Regulators and the
State Nodal Officer. Nes
;%& g
8. Procedure for communication of compliance of action taken under Section 12A: The CNO and
the Nodal Officer in the Foreigners Division, MHA shall furnish the details of funds, financial assets
or economic resources or related services of designated individuals/entities, frozen by an order, and
details of the individuals whose entry into India or transit through India was prevented, respectively, to
the Ministry of External Affairs, for onward commmiggtion to the United Nations.
A%

9. Communication of the Order issued under Section 12A: The Order issued under Section 12A of
the Act by the CNO relating to funds, financial assets or economic resources or related services, shall
be communicated to all nodal ofﬁcirs in the country.

ranl "
10. This order is issued in suppression of F.No.P-12011/14/2022-ES Cell-DOR, dated 30th January
2023. el

VA

11. All concerned are rcqgested to ensure strict compliance of this order.
,;"""\'/' % o
L

(Manoj & ) Kumar Singh)
Director (H%Z | &?% h g

A

S
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KYC documents for eligible FPIs under PIS

Annex IV

FPI Type
Document Type Category I Category I1 Category
III
Constitutive Mandatory Mandatory Mandaty '
Documents { Bl
(Memorandum ?‘f
and Articles of % ,»}
Association,
Certificate of Py i.w
Incorporation , W%’”ﬁv
‘ etc.) fﬁ& 4
Proof ofAddress Mandatory Man té@f@“ Mandatory
(Power of (Poyveriof other than
Attorney {PoA} Att@mey Power of
; mentioning the tioning the Attorney
Entity Level addressis %" ddress is
acceptable as 'w ‘%‘3’ acceptable as
address proofﬁ”‘*»sv,Q .} address proof)
PAN 33 Ma@%@% Mandatory Mandatory
FinancialData E%;pred s Exempted * Mandatory
,zé‘*’l‘
SEBI e Mandatory Mandatory
Registration W«%’W
Certiﬁcate £
Boqrd h Exempted * Mandatory Mandatory
Resolutldh@@
¢ Bist Mandatory Mandatory Mandatory
_%7_%_5 : . E d* "E d* .
Brodf ofldentity xempte Xempte Entity
Senior 7% e declares* on
 [% letter head
Mana e
g m’%% full name,
nationality,
,.m(,wllr‘nee date of birth
or submits
P ¢ Directors/
E %:&yPartners/ igg&?
%, | Trustees/ ty
; etc.) proof
Proof ofAddress Exempted * Exempted * Declaratio
non Letter
Head *
Photographs Exempted Exempted Exempted
*
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List and Mandatory — listof | Mandatory - list of Mandatory
Signatures Global Custodian Global Custodian
signatories can be signatories can be
given in caseof given in caseof PoA
PoA to Global to GlobalCustodian
Authorized Custodian
'u onz.e Proof of Exempted * Exempted * Mandatory W, ®
Signatories : Y
Identity ‘ % b
Proof of Exempted * Exempted * Deélaratton
Address .~ on Letter
Jm;Head -
Photographs Exempted Exempted c&;: "ﬁwﬁxempted %
List Exempted * Mandato cmﬁ‘:« Mandatory
declare “fo.®
over 25%”)"
Ultimate Proof of Exempted * Xer pted ¥ Mandatory
Beneficial Identity A,
Owner
(UBO) Proof of Exempted * * f«gfeﬁxempted * Declaration
Address e ’“fw on Letter
X i'if» a Head *
Photographs Exempted » Exempted Exempted *
f% W

* Not required while opening the%ank account. However, FPIs concerned may
submit an undertaking that upo'gf% ethand by Regulators/Law Enforcement Agencies

the relative document/s wo 1¢

e submitted to the bank.

@@ FPIs from certa;ﬁ jurisdictions where the practice of passing Board Resolution

for the purpose of op g’bank accounts etc. is not in vogue, may submit ‘Power of
Attorney granted*té%global Custodian/Local Custodian in lieu of Board Resolution’
Categor .~ %‘ Eligible Foreign Investors
Y o %”
A "»;f» Government and Government related foreign investors such as Foreign
4%%:@ Central Banks, Governmental Agencies, Sovereign Wealth Funds,
I International/ Multilateral
% Organizations/ Agencies.
ﬁj&%}@% II a) Appropriately regulated broad based funds such as Mutual Funds,
s N Investment Trusts, Insurance
‘ Q{%f’ /Reinsurance Companies, Other Broad Based Funds ete.

b) Appropriately regulated entities such as Banks, Asset Management
Companies, Investment Managers/ Advisors, Portfolio Managers
etc.

C) Broad based funds whose investment manager is appropriately
regulated.

3
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d) University Funds and Pension Funds.
e) University related Endowments already registered with SEBI as
FII/Sub Account.

III.

All other eligible foreign investors investing in India under PIS route not
eligible under Category I and II such as Endowments, Charitable
Societies/Trust, Foundations, &’%
Corporate Bodies, Trusts, Individuals, Family Offices, etc. :




